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How to get Customer Support

FasTrak SoftWorks, 262-238-8088
Inc.

Technical Support  262-238-8088
Fax 262-238-8080
Web  http://www.fast-soft.com
eMail  support@fast-soft.com
Mail  Attention: Technical Service
FasTrak SoftWorks, Inc.
PO Box 240065

Milwaukee, WI 53224




PLC WorkShop for Siemens S5 - Performance Series

How to Update the License Key
This FasTrak product is protected by a security key or site license.

If your installation has a site license, you do not need a key. For site license information, contact
your FasTrak software distributor or sales representative.

The security key connects to either a 25-pin parallel (printer) port or to a USB (Universal Serial
Bus) port. The key is activated for updates for the term of the Maintenance Agreement. Existing
software will run on an expired key indefinitely, but updates released after the expiration date will
not.

When you renew your Maintenance Agreement, contact FasTrak SoftWorks by telephone or
email for a Key Update Code.

To obtain the Key Update Code by email:
1. Connect your hardware key to your computer (parallel or USB port).

2. Run your FasTrak software. From the Help menu, select Update Key to bring up the Security
Key Update window.

3. Copy the contents of the Key License field. Paste it into an email message. Note that the key
license may be longer than the displayed part of the field. Repeat for each key, and write the
key number found on the label on your key (4 digits and a letter) near the key license
number.

4. Send the message to support@fast-soft.com
5. FasTrak SoftWorks will reply with a new Key Update Code.

6. Copy the Key Update Code from my email into the Key Update Code field, and click OK.
Your key is how reprogrammed.

To obtain the Key Update Code by telephone:
1. Connect your hardware key to your computer (parallel or USB port).

2. Call FasTrak SoftWorks at the number listed on the Customer Support page. Ask for a key
update.

3. Run your FasTrak software. From the Help menu, select Update Key to bring up the Security
Key Update window.

4. Read the contents of the Key License field to the representative. Note that the key license
may be longer than the displayed part of the field.

5. Type the Key Update Code that the representative reads to you into the Key Update Code
field, and click OK. Your key is now reprogrammed.
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Overview of PLC WorkShop for Siemens S5 - Performance Series

PLC WorkShop is a programmable logic controller (PLC) programming software system. PLC
WorkShop offers features such as:

Symbolic Programming
Cut, Copy, & Paste
Instruction Toolbar and Mnemonics
Multiple windows view and edit
Flexible program setup
- Write, read, and force addresses from the Data Window
Multiple documentation options
Generous Online Help
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Using WorkShop
Softkey mode

What is Softkey mode?

Softkey mode provides a classic style interface for users familiar with PLC WorkShop for DOS
software products. In Softkey mode, PLC WorkShop is controlled primarily through function keys
rather than menus. The menu based mode is called the Pro mode.
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In Softkey mode, function keys have different uses depending on the context.

The available function keys are shown at the bottom of the screen. Pressing Esc moves "up" to
the next higher context.

Going from Pro Mode to Softkey Mode
To go to Softkey mode, select the Options/Switch to Softkey Mode menu option.
Going from Softkey Mode to Pro Mode

To go from Softkey mode back to the Pro mode, press Esc until the first set of function keys is
shown, then press F5-Pro Mode.
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File Operations

Fast PLC Connection 7

The Fast PLC Connection operation allows you to go into online editing with a single click.
To use the Fast PLC Connection:

1. Click the Fast PLC Connection icon or select the File-Fast PLC Connection menu item.

The system attempts to connect to a PLC using the communication parameters set in Fast PLC
Setup.

The communication parameters for Fast PLC Connect are separate from those used

Note: by the Open operation. Changes to one will not affect the other.

Fast PLC Connection does not open a documentation file. No existing documentation will be
available. However, you can enter new documentation or input documentation from an existing
PLC program file.

New Program B
To create a new PLC program offline:

1. Select File/New from the menu, click the toolbar button, or press Ctrl-N

x|

PLC Tupe:

PLC Memary -
Sioe [128KB |

Addrezs Documentation

Fath: |

Advanced. .. |
] I Cancel |

2. Select the PLC Type and memory size corresponding to the PLC where the program will be
used.

3. If the documentation is not to be shared with other applications or programs, click OK.

4. To share documentation with other applications or programs, click the Advanced button to
bring up the Shared Documentation Database wizard.
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Open Program -

o

To open an existing program, either online or offline:

Select File/Open from the menu, click the toolbar button, or press Ctrl-O.

Open Program

File name:

% Offline:

—Program Type

x|

Browse. .. |

" Connect ta PLC;

Connect Options

[CORT] Setup... |

I™ | Transfer Logic to FLE
I" | Check Header Court vs. Logic

Path:

—Addresz Documentation

Sdvanced... |

(] I Cancel |

File name: Browse for the PLC file to open. PLC WorkShop for Siemens S5 - Performance
Series can open the following file types, but can only save PLC programs in .SF5 format.

e *FS5 e WorkShop for
Siemens S5 -
Performance Series

o *FTK e 16 bit WorkShop for
S5

e *WGS | o« GSWings

e *PGR e FasTrak S5 for DOS

e *S5D e Step5

Program Type: Select Online or Connect to PLC.

If you select Offline, the file selected above is required.

If you select Connect to PLC, WorkShop will connect to a PLC using the communication
option displayed. The documentation will be read from the file selected above, if any.
Opening connected to the PLC without selecting a file is equivalent to using the Fast PLC
Connection function, except that the Open communication settings are used rather than the
Fast PLC Connection communication settings.

Setup: Click Setup to access the Communications Setup dialog. Note that the options set
from here are separate from those used in the Fast PLC Connection.

Connect Options - Transfer Logic to PLC: Before opening the program online, WorkShop
transfers the ladder logic and data to the PLC.
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e Connect Options - Check Header Count vs Logic: Before opening the program online,
WorkShop counts the number of headers in the online program and compares that count to
the number of headers in the offline program, in order to keep the network documentation on
the correct networks.

e Address Documentation: To share documentation with other applications or programs, click
the Advanced button to bring up the Shared Documentation Database wizard.

Save Program
To save the current program:
Select File/Save from the menu, click the toolbar button, or press Ctrl-S.

If the program has a name it will be saved under that name, overwriting any previous version of
the program. The old version will be saved as a backup under the name x_BAKO0O01.FSS, where x
is the name of the program. The old x_BAKO0O01.FSS will be renamed to x_BAKO002.FSS, and so
on, up to the number of backups specified in Application Setup.

If the program file does not have a name (it is new or was opened online without opening an
offline file) a standard Save As dialog will appear for you to select the file name and location.

To save the current program under a new name:

Select File/Save As from the menu. A standard Save As dialog will appear for you to select the
file name and location.

PLC WorkShop can open several file types, but can only save PLC programs in .SF5 format.
Close Program

To close a PLC program, select the File/Close Program submenu, and select the particular
program to be closed.

If there are changes that have not been entered, a warning dialog will appear, giving you the
opportunity to cancel the close.

If there are edits that have not been saved, a warning dialog will appear, giving you the options of
closing and losing the changes, saving the changes, or cancelling the close.
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Merge File
Use the Merge feature bring blocks from one program into another.

1. With the program that you want the blocks added to (the target program) open and in the
foreground, select File/Merge...

2. Browse for the PLC program that contains the blocks you want.

X
—Merge File
Erorn;
IE:"-.F'LE Frograrmsss54Flant1.F55 I__I
=34 [OB] Data Blocks =)
[ P Check Ta Merge DB2
-J ’ Check To Merge DB3
-J I Check To Merge DB7
- f check To Merge DBS
[ P Check Ta Merge 0RO
-J ’ Check To Merge DB10
-J I Check To Merge DB11 —
- f check To Merge DB18
[ ¥ Check Ta Merge DB20
-J ’ Check To Merge CB21 ;I
—Dacumentation
[~ Owvenwrite Logic Doc
™ Ovenwite Address Doc Hename Block |
[~ Owenwrite Tags

To Program:  DERMO [Offline]

] 4 Cancel Help

3. Check the box next to each desired block. If your target program already has a block by that
name and that block should be kept, click Rename Block and enter a new block name.

Documentation: These boxes control which documentation is kept when there is a
conflict between the documentation in the blocks being merged and the target program. If
a box is checked, documentation for that item will be imported with the blocks regardless
of any existing documentation in the target program. If the box is not checked, any
existing documentation in the target program will be preserved.

4. Click OK.
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Import Documentation

The Import Documentation feature allows you to use documentation exported from other software
or to edit documentation in either a text editor or a spreadsheet application such as Microsoft
Excel.

To import documentation from a text file:

1. Select the File/Import... menu option.

Eormat;

Delimited docurmentation bext

Filenarne:

—nclude: ——— 1 Text Delimiter:
I Logic % Comma
W Tags i Tab

v Deszcriptions
I Headers

k. I Cancel Browsze. ..

2. Browse for the file to import.
3. To skip fields, un-check their corresponding boxes in the Include area.

4. Select the delimiter used in the text file. By default, the text files that Microsoft Excel creates
are tab delimited.

5. Click OK.

10
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Export Documentation

The Export Documentation feature allows you to create a text file containing the PLC program
documentation, either to be imported into another program, or to edit using a text editor or
spreadsheet program such as Microsoft Excel.

To export the documentation to a text file:

1. With the PLC program from which the documentation will be exported open and in the
foreground, select the File/Export... menu option.
' x|

Earmat:

Delimited documentation text files

Filenarne:

—nchude: ————— 1 Test Delimiter:
™| Logic * Comma
¥ Tags " Tab

¥ Desciptions
I Headers

—Write camiage returns az o

&+ Delimiters

" Spaces

2k, I Cancel Browse...

2. Select the format. There are two options:

e Delimited documentation text file: Use this format to edit the documentation in a
spreadsheet or text editor.
e STEPS5 Logic and Documentation files: Use this format to transfer the program to
STEPS.
3. Set the Text Delimiter to determine how the fields will be separated in the text file. Microsoft
Excel uses the tab delimiter by default, but can also use comma delimiter.

4. Each record in the documentation database is represented as a single line in the text file. Set
the Write carriage returns as: to determine how to represent multi-line descriptions and
description comments.

5. Browse to set the file name and location.

6. Click OK.

11
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Text file format

The following is the text format that is used when documentation is exported to a text file, and
expected when documentation is imported from a text file:

e each record is stored in a line
o fields are separated by commas
e Fields are:

e Address

e Tag

e Description lines, each line is a comma-separated field
For example:

12
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Edit Documentation :

Address

DEZ6

Prev Doz | Frev Add | Mext Add | Mest Doz |

Tag

DE26 Tag

Dezcnphion Comment

Description

DEZ6A Description
Line 1
DEZ6 Description
Line 2
DEZ6 Dezscription
Line 3

x|

— Ladder Symbols

fidd Sumbal.,

[Telete Sumbal

Cance

Help

appears in the text file as

DB26, DB26 Tag, DB26 Description Line 1,DB26 Description Line 2, DB26
Description Line 3

13
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Transfer to Online
The Transfer to Online feature is a convenient way to move from offline editing to online editing.

When you transfer to online, WorkShop writes the current PLC program to the PLC, and then
opens it for online editing. The communication parameters are the ones set via the
Communications Setup menu option, not the ones set via Fast PLC Setup.

To Transfer to Online, select the File/Transfer -> Online menu option or press Ctrl-T.

14
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File Program Compare

The File Program Compare provides a convenient way to compare two PLC programs.
To compare two PLC program files:

1. Open both files.

2. Select the File/File Program Compare menu option
File Program Compare i ‘n x|

| Compare I Cancel Help |

3. Select the files to compare. The drop-down lists show files currently open. Click Compare.
SSCompareResult _ ’ x|

Statuz: Compare Finizhed

Logic Block Differences:

FE1 - Mizsing in PLANTT [Dffline)

Close Copy To Clipboard Help

4. The window shows differences between the programs. You can copy the contents to the
clipboard to be pasted into another application such as a text editor by clicking the Copy to
Clipboard button.

15
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Print %

To print information about your PLC program:

Select File/Print from the menu, click the toolbar button, or press Ctrl-P.

Printer: SWSERYERZ2VHO Lazerlet 45) an Mell:

—Selected ltems
v Logic. .. |
Item | Range |~

¥  Documentation.. | Lagic

Seaqment Mumber: Left
I¥  Crozs Reference. . | Segments per Page: b uiltiple

Language: Ladder e
¥ Tree Diagram Include Cross Hefere_nu:e

Include Documentation

Include Addresses
v Sumary Fage Include Tags

Include Descriptions

&ll Print Selections Include All Headers
Include STL Comments
Save az Defaultz | Include Grd
Column ‘width: 12
Festore Defaulks | Tag Rows: 3 ;I

FPage Setup... | Print Setup... | Print I Cancel |

For each category of reports to be printed, check the box. To configure a report, click that report's
button.

To configure the page layout, click the Page Setup button.

To access the printer options, click Print Setup. The dialog presented depends on your printer
drivers.

To save the current settings, click the Save as Defaults button. To restore the saved settings,
click the Restore Defaults button.

16
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Page Setup

Use the Page Setup dialog to set up margins, title page, and page numbering.

Page Setup

—Marginz [inches]

Top: IEI.?E

Bottam: IEI.?E

Left: IEI.E

Bight: IEI.E
—FPading

Erirt Title Page: ez ¥

Edit Title Page
Starting Page: |1

Frint Page Infaat: |Top =

Accept | Caricel |

e Margins - Set the margins around the main part of page. The page info is printed outside the
margins.

e Print Title Page - The title page is an optional first page containing any text you specify.

o Edit Title Page - Click the Edit Title Page button to enter the text to appear on the title page.

Title Page Print Editor ]

“Y'our title page text goes here| I ;I

ok I LCancel | Help |
EA
e Starting Page - Enter the page number of the first page of the report.

e Print Page Info at - Select where the page information line (program name, date and time,
page number) will appear on each page.

To access the Page Setup dialog

1. Bring up one of the print dialogs, by selecting one of the following menu options:
File/Print
File/Print Preview

2. Click the Page Setup button.

17
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Output to Text File

The Output to Text File feature generates a text version of the same type of reports that the
Print feature generates.

The resulting files can be sent to a printer in text mode (many printers are much faster in text
mode, some older printers only operate in text mode) or edited with a text editor. The text file can
provide a convenient way to send an excerpt of your ladder logic to a colleague.

To print information about your PLC program to a text file:

Select the File/Output to Text File menu option. The Output to Text File feature is almost
identical to the Print feature, except for the Print Configuration options.

Dutput to Text File x|

Printer: SWSERYERZ2VHO Lazerlet 45 an Mel:

—Selected ltems
v Logic. .. |
[tem | R ange | -

¥  Documentation.. | Lagic

Seaqment Mumber: Left
I¥  Crozs Reference. . | Segments per Page: b uiltiple

Language: Ladder e
¥ Tree Diagram Include Cross Hefere_nu:e

Include Documentation

Include Addresses
v Sumary Fage Include Tags

Include Descriptions

&ll Print Selections Include All Headers
Include STL Comments
Save az Defaultz | Include Grd
Column ‘width: 12
Festore Defaulks | Tag Rows: 3 ;I

FPage Setup... | Print Setup... | Print I Cancel |

For each category of reports to be printed, check the box. To configure a report, click that report's
button.

To configure the page layout, click the Page Setup button.

To access the printer options, click Print Setup. The dialog presented depends on your printer
drivers.

To save the current settings, click the Save as Defaults button. To restore the saved settings,
click the Restore Defaults button.

18
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Print Page Setup for Output to Text File

Use this Page Setup dialog to set up margins, title page, page numbering, and printer codes.

Page Setup . EI

—Paging — Frinter Codes

Separate multiple printer codes with dots [periods),

Frint Title Fage:
For example: 15.144.57

Edit Title Page |

Carriage ‘Width: T 4
Send After Printing:

Exended Sl [ves ] = el |

Print Form Feed: m Compressed Print: I
Starting Fage: |1_ Marmal Prin; I
Lines per Page: IED—

Prirt page info at Iﬂ

Send Befare Printing; I

Aocept Cancel |

Margins - Set the margins around the main part of page. The page info is printed outside the
margins.

Print Title Page - The title page is an optional first page containing any text you specify.

Edit Title Page - Click the Edit Title Page button to enter the text to appear on the title page.

Title Page Print Editor x|

"'our title page tet goes here| I ;I

|-
ok I LCancel | Help |

pA
Starting Page - Enter the page number of the first page of the report.

Lines per Page - Enter the number of lines of text that will fit on a page when sent to the
printer, including Page Info line. This varies with printer and font, but most often 60 is
appropriate. If the value is too low, there will be blank space at the end of each page. If it is
too high, the last part of each page will be forced onto the next page, most of which will be
blank.

Print Page Info at - Select where the page information line (program name, date and time,
page number) will appear on each page.

Printer Codes - Enter the appropriate codes for your printer. These vary by printer model.

To access this Page Setup dialog

19
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1. Bring up the output to text dialog, by selecting the File/Output to text file menu option.

2. Click the Page Setup button.

20
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Print Preview El
To see what reports of information about your PLC program will look like:

Select File/Print Preview from the menu or click the toolbar button. The Print Preview button
does not appear on the default configuration of the toolbar, but can be added.

Print Preview . x|
Printer: SWSERYERZ2VHO Lazerlet 45 an Mell:
—Selected ltems
v Logic. .. |
[tem | R ange | -
¥  Documentation.. | Lagic
Seaqment Mumber: Left
I¥  Crozs Reference. . | Segments per Page: b uiltiple
Language: Ladder e
¥ Tree Diagram Include Cross Hefere_nu:e
Include Documentation
Include Addresses
v Sumary Fage Include Tags
) ) Include Dezcriptions
Al Print Selections Include All Headers
Include STL Comments
Save az Defaultz | Include Grd
Colurin Wwfidth: 12
Festore Defaulks | Tag Rows: 3 ;I
FPage Setup... | Print Setup... | Print I Cancel |

For each category of reports to be printed, check the box. To configure a report, click that report's
button.

To configure the page layout, click the Page Setup button.

To access the printer options, click Print Setup. The dialog presented depends on your printer
drivers.

To save the current settings, click the Save as Defaults button. To restore the saved settings,
click the Restore Defaults button.

When you click Print, WorkShop displays a graphic representation of the report.
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Prinl: Preview : : ;[EIEI
S [@)m E 6@ ! ]2 | des Page:

=1 PLANTT (Offline)
b D Summary

1103301 & AU Omm 31, 3113
1103301 & A Omm 31, 3113
e
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Print Logic

To print a report of the logic of the PLC program :

1.

Bring up the Print dialog. The documentation report can also be previewed or printed to a text

file.

Check the Logic box.

To set the configuration options, click the Logic button.

Print Logic x|

—Select Blocks and Segments

Dizplay Segment Humber: ILefl "I
Segments per Page: IMuItipIe "I

PLANT1 (Dffline)
=-Ei? [0B] Organization Blacks

‘051; 1-1 Language: ILadder 'l

- ’052: -1 —Include

E : ggj 1_1 ¥ Inline Crozss Refersnce ¥ Black & Seq Headers

-0 i OE-S: 1-1 Iv Addiesses IV STL Comments:

-0 Jopi3: 141 IV Tags v Grid

-~ ‘ OBZ1:1-1 v Descriptions

-3 o822 1-1

-0 ’ OB23: 1-1 —Ladder Dizplay Sizes —— [ STL Display Sizes

-0 f o83t 11 Coumnwidth:  [12 =] | | Labelwidh iz =
~[J? (PB] Programm Blocks = ; g - ' 5
[E T . P 1= - =R Y P LI Tag Rows: |3 3: Instruction Width: IED 3:

Set Range | Description Fows: |2 3: Comment Width:  |235 =

Save az Defaultz | Bestore Defaults | Logic Font... |

Help | Accept I Cancel |

Select Blocks and Segments: Check the boxes for the blocks and segments to
include in the report. To select a range of segments within a block:

1. check the block and click the Set Range button.
el P FRL - L

@A frenE |

. &l oo M-l _
2. Enter the range in the pair of text boxes that appears.

Display Segment Number: Select the position of the segment number on the report.
Choices are Left, Right, or Disabled.

Segments per page: Select Single or Multiple.

Language: Select Ladder or STL..

Include: Check the boxes for the items to include in the logic report. The Inline Cross
Reference, while convenient, can add a significant number of pages to the report,

since the cross reference is repeated for each occurrence of the address. For a
shorter report, consider printing the cross reference report separately.
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e Ladder Display Sizes, STL Display Sizes: Use these settings to control the size of
rungs/STL lines in the report. These settings are currently not changeable.

o Defaults: To save the current settings, click the Save as Defaults button. To restore
the saved settings, click the Restore Defaults button.

e Doc Font: To select the font, style, and size of text to appear in the report, click the
Doc Font button.

4. When the options are set, click the Accept button.

5. Click Print.
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Print Documentation

Documentation may also appear in other reports. These settings do not affect how documentation
appears anywhere other than in this report.

This report shows the contents of the documentation database, and does not refer to the PLC
program. As a result, documentation may be reported that refers to addresses that do not exist or
that are not used.

To print a report of the contents of the documentation database :

1. Bring up the Print dialog. The documentation report can also be previewed or printed to a text
file.

2. Check the Documentation box.

To set the configuration options, click the Documentation button.

Print Document ation i x|
v Frint 2l Documentation
—Select Addresz Types ———— 1 [ Include
Bddress Address W Taos
Types Types
F F FS ¥ Descriptions
Dezcription
7' 0 I Rl I Comments
WV F F RT
—Sort Ord
F s P R ort Order
F D F ' Address
F 1 F 0 " Tag
W C " Description
Save az Defaultz | Bestore Defaultz | Doz Font... |
Help | | Accept I Cancel |

e Print All Documentation: check this box to include the documentation for all addresses.

e Select Address Types: Check the boxes for the address types to appear in the report.

e Include: Check the boxes for the documentation elements (Tags, Descriptions, and
Description Comments) to include in the report.

e Sort Order: Select the order (Address, Tag, or Description) in which the addresses will
appear in the report.

o Defaults: To save the current settings, click the Save as Defaults button. To restore the
saved settings, click the Restore Defaults button.

e Doc Font: To select the font, style, and size of text to appear in the report, click the Doc Font
button.
1. When the options are set, click the Accept button.

3. Click Print.
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Print Cross Reference

Cross reference information may also appear on the logic report. The information here refers to
the separate cross reference report only.

To print a cross reference report, showing where, and in what way, each address is used:

1. Bring up the Print dialog. The cross reference report can also be previewed or printed to a
text file.

2. Check the Cross Reference box.

3. To set the configuration options, click the Cross Reference button.

Print Cross Reference L?% |
—Select Blocks and Segments —Select Address Ranges
_______ =}
PANTl (Offline) iI Adc‘,?gs";dﬁpe Sz Al Fom o Tan
=-CJ® [OB] Crganization Blocks .
O oe1 M1 e =] Joo fize7
O f oe2 Mo o [ex x| M |00 [iz7.7
-0 ces MF o fee =] M o0 [T
- op4 _
-0 fl ops ¥ 5 IElt j v ID.D ID.'-"
-0 P oe1a Fo [ = F b0 [EEs
E :g:i; VoL [Bue V[0 255
-0 fl opz3 ¥ DR IB_l,-te v ID 255
|:'| f op31 200 B TN 8 2 J2557
~[Ja¥ [FB] Program Blocks - =
= [34? [FB] Function Blocks Me ek x| M oo 1277
-0 #Feo M Rs |ex x| I Joo J2s5.7
O e MR [ee =] o0 07
[ ez :
- f Fe3 I RT |E|t j v IU.EI ID.?
- Fes [ (2 VR P I O [
P me | [0 J255
— Include Documentation
v Tags ¥ Descriptions V0 IB-"'tE j v ID ID
Save az Defaults | Restare Defaults | Doc Font... |
Help | Accept I Cahcel |

o Select Blocks and Segments: check the boxes for the parts of the program to be
included in the cross reference report. Uses of an address outside the selected
blocks and segments will not appear in the report. If no boxes are checked, the entire
program will be included.

e Select Address Ranges: Check the boxes for the address types to appear in the
report. For address types that can be interpreted as either bits or words, select the
Size. To include all the addresses of a type, leave the All box checked. To include
only a selected range, clear the All box and enter the From and To addresses.
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o Defaults: To save the current settings, click the Save as Defaults button. To restore
the saved settings, click the Restore Defaults button.

e Doc Font: To select the font, style, and size of text to appear in the report, click the
Doc Font button.

e Include Documentation: To include address documentation in the report, check the
Tags and/or Descriptions buttons.

4. When the options are set, click the Accept button.

5. Click Print.

Print Tree Diagram

To print the tree diagram for a PLC program:

1. Bring up the Print dialog. The Tree Diagram can also be previewed or printed to a text file.
2. Check the Tree Diagram box. There are no configuration options.

3. Click Print.

Print Summary Page

The summary page lists the reports printed in the batch, and records the time and date of the
printing.

To include the summary page in a batch of reports:

1. Bring up the Print dialog. The Tree Diagram can also be previewed or printed to a text file.
2. Check the Summary Page box. There are no configuration options.

3. Click Print.

Recent Files

To re-open a recently used PLC program file, select the file name from the File/Recent Files
submenu.

The number of files in the recent files list is set in the Application Setup dialog.
Exit PLC WorkShop
To exit from PLC WorkShop, select the File/Exit menu option or press Alt-F4.

A prompt will appear for each PLC program with unsaved edits.

PLC WorkShop .NET for 55 . x|

& Save changes ta program PLAMTL (CFFline]?

Mo Cancel |
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Shared Documentation Database
Address documentation can be shared between applications by using an external database.
To share the address documentation with other applications:

1. From either the New Program dialog or the Open Program dialog, click the Advanced
button in the Address Documentation area to bring up the Shared Documentation Wizard.

Shared Documentation Wizard x|

Choose a shared documentation storage method.

fi'T £ Do not uze shared documentation

" Microsoft Access 9742000
@ £ Microsoft SAL Server 2000

¢ Back | Hewt > I Cancel |

2. Select the type of database and click Next.
Shared Documentation Wizard x|

Select the database to use,

" Create a new databaze file.

Path and filename:

I Brawse,..

Path and filename:

' [pen an existing databasze file.

I Browse...

¢ Back | Hewt > I Cancel
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3. Ifthere is already a shared documentation database, select the Open an existing database
file option and browse for the database. To create a new shared database, select the Create
a new database file option and browse to set the path and file name, and a new database will
be created in the file format selected in the previous step. Click Next.

Shared Documentation Wizard o El

Choose when to update the documentation.

|lpdate shared documentation from the databaze...

{* Every I 10 3: rririLbes

i Mever

¢ Back | Hewt > I Cancel

4. In this step, you determine how often the database will be checked for changes that have
been made in other applications. If the database is shared on a network and others may be
changing it while you are using WorkShop, you may wish to select a short interval. If you are
sure no other users will update the documentation while you are using WorkShop, you may
prefer a long interval. Set the interval in minutes, or select Never. Click Next.

Shared Documentation Wizard x|

Malke sure all information is correct.

*'ou have entered the following information. To make
changes, click "< Back". If all nfarmation iz carect, click
"Finizh'' to complete the setup.

Shared Documentation Location:
C:aMiketPLC Programz\azzemblyprocess1.mdb

[ratabaze Tepe: | icrosoft Access

Fefresh Time: |EVET_',' B0 minutes

< Back | Einizh I Cancel

30




PLC WorkShop for Siemens S5 - Performance Series

5. Confirm that all the information is correct. Click Finish.
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Communications Setup
Communications Setup Dialog

Use the Communications Setup or Fast PLC Connection Setup dialog to set the parameters
for communication between the computer and the PLC. The Communications Setup dialog
controls the settings used when you connect to the PLC using the Open operation, the Fast PLC
Connection Setup dialog controls the settings used when you connect using the Fast PLC
Connection operation. The controls on each are identical.

Communications 5etup |

— Connect via:

=
’ & Serial Port; I COr - I

Bl H1 Board Settings... |

k. | Cancel |

e Serial Port - Select this option button to communicate via your computer's serial port. Use
the drop-down list to select which serial port to use.

e Settings -Click the Settings button directly below the serial port drop-down list to access the
Serial Port Settings dialog.

e H1 Board - Select this option button to communicate via an H1 communications board.

e Settings -Click the Settings button to access the H1 Board Settings dialog.

To access the Communications Setup dialog:

There are two ways to access the Communications Setup dialog. Both control the settings used
when you connect to the PLC using the Open operation.

1. Select the File/Communications Setup menu option.

2. From the Open Program dialog, select the Connect to PLC option button and click the Setup
button.
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To Configure Communications in SoftKey mode:

1. Press the [F8] key.

Conmunication Setwp S
Communication Part: -

Besponze Tinmout [zec]: I'I n

k] L

Retries: i1
M etwark File: IE:'\....'\new.ini
Metwark Path: [ MaIN

L Lo

Metwork: Path Active: IYES

Ilze TAE to change zelection

1) Use ARROW ar SPACE keys ta
change value

e Communications Port - Select the port from the drop-down list. The options are COM1
through COM4 and H1 Board.

e Response Timeout (sec) - Enter the number of seconds that WorkShop is to wait for a
response from the PLC.

e Retries - Select the number of times to try again when there has been no response within the
number of seconds specified in the Response Timeout.

o Network File - The network file contains network path configurations. Press [F2] to select the
network file. To create a new network file, use the Path Editor.

e Network Path - Select the network path from the drop-down list. To create or edit a path,
access the Path Editor by pressing [F3]. The Path Editor is part of a stand-alone application
called FTH1Config for S5.

o Network Path Active - For a direct serial connection, select NO. To use an H1 path, select
YES and select the network file and path as described below.

33




PLC WorkShop for Siemens S5 - Performance Series

Serial Port Setup dialog

Use the Serial Port Settings dialog to configure the serial port used to communicate between the
computer and the PLC.

Sernial Port Setup |

Serial Port M

Bezpone Timeout [zec]; |1 N :’
Retries: |1 ::I
Mebwark Path Active: IYES j

Metwark File: II::'a...'mew.ini Browse... |
Network Bath: — [1an ~| Path Q:Iih:-r...l

ok I Cancel | Help |
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Serial Port - Use the drop-down list to select which serial port to use.

Response Timeout (sec) - Enter the number of seconds that WorkShop is to wait for a
response from the PLC.

Retries - Select the number of times to try again when there has been no response within the
number of seconds specified in the Response Timeout.

Network Path Active - For a direct serial connection, select NO. To use an H1 path, select
YES and select the network file and path as described below.

Network File - The network file contains network path configurations. Use the Browse button
to select the network file. To create a new network file, use the Path Editor.

Network Path - Select the network path from the drop-down list. To create or edit a path,
access the Path Editor by clicking the Path Editor button. The Path Editor is part of a stand-
alone application called FTH1Config for S5.
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H1 Board

PLC WorkShop supports CP1413 and CP1613 H1 communications modules.

Software Requirements for H1 boards

PLC WorkShop for Siemens S5 -Performance Series, version 5.04 or higher

Simatic Net CD 5/2000 or greater. Note that drivers for the CP1413 are not available for
some Windows versions.

If the 6GK1143 (CP1430TF) modules are not already configured, you may need SINEC NCM
COMs to set the MAC addresses.

Installation

1. Install the S7-1413/1613 for Windows libraries that include the S7_SR.DLL, from the
Simatic Net CD.

2. Install the CP1413 or CP1613 following the manufacturers recommendations.

3. If necessary, use the SINEC NCM COMs software to set the MAC address on the 6GK1143.

4. Synchronize the PLC and the CP1430 as described in the manufacturer's manual.

5. Install PLC WorkShop for Siemens S5 -Performance Series, version 5.04 or higher.

Configuration

Use the FTH1Config for S5 program to configure H1 communication paths. FTH1Config for S5
can be accessed via the Path Editor buttons on the Serial Port Setup and H1 Port Setup
dialogs, or as separate program. See Path Editor for details.
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H1 Port Setup dialog

Use the H1 Port Setup dialog to configure the serial port used to communicate between the

computer and the PLC.

H1 Port Setup

Bespone Timeout [zec): |1 n ::I

Retries: ||:| ::I

Metworle File: II::"-....'mew.ini

Erowse...

M etwark, Path; IMMN j Path Editar... |

1] | LCancel | Help |

e Response Timeout (sec) - Enter the number of seconds that WorkShop is to wait for a

response from the PLC.

e Retries - Select the number of times to try again when there has been no response within the

number of seconds specified in the Response Timeout.

o Network File - The network file contains network path configurations. Use the Browse button
to select the network file. To create a new network file, use the Path Editor.

e Network Path - Select the network path from the drop-down list. To create or edit a path,
access the Path Editor by clicking the Path Editor button. The Path Editor is part of a stand-

alone application called FTH1Config for S5.
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Path Editor: FTH1Config for S5

FTH1Config is a stand-alone program for configuring H1 communications paths.

FTH1Config can be opened from the Windows Start menu (Start/Program Files/FasTrak
SoftWorks/FTH1Config by default) or by clicking the Path Editor button on the Serial Port
Setup dialog or the H1 Port Setup dialog.

Main Dialog

When you open FTH1Config, the main dialog appears:

EAFTH1Config for 55

SRR | \Prodram Files'.. sneswwini

SECOMDARY

— Path Mames:
Cloze I
M -
Edit...

Delete

ddi

Path File - The file containing the path information. Use the Browse button to select or
create a path file.

This file is in the same format as that used by Siemens Step5 software, so path information
from Step5 projects can be used.

If FTH1Config was opened by clicking a Path Editor button, the path file is set to that of the
dialog where the button was located. However, selecting another file here does not change
the file in that dialog.

Path Names - The list shows path names from the path file selected above. If FTH1Config
was opened by clicking a Path Editor button, the path is set to that of the dialog where the
button was located. Selecting another path in this list does not change the path selection in
that dialog.

Create - Click this button to create a new path. The Path Editor described below opens, with
the Path Name field empty.

Edit - Click this button to create a new path. The Path Editor described below opens, with
the Path Name field in a non-editable state.

Delete - Click this button to delete the highlighted path.

To create a new path file:

1. Click the Browse button.

2. Select the location for the file.

3. Type the new file name.
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4. Click the OK button. A dialog appears:
Open |

my news path name. ini
Thiz file does not exist.

Create the file?

5. Click the Yes button to create the new path file.
Path Editor

Click the Create button or the Edit button on the FTH1Config main dialog to open the Path
Editor.

CP-H1: 0230006010002

Path Editor ]|
=2 = |C: Program Files'.... \new.in Path Marne: IM.-’-‘-.IN
| et Hodes Mode Properties
-2 Computer Ethertiet
_ Sdress; I
—H CP-H1
— Eazayond I
i
0]

EMD

Delete Element |

k. I Cancel Help

e Path File - The file containing the path information that is being edited. This field is display-
only.

e Path Name - The name of the path being edited. If editing an existing path, this field is
display-only.

e Path Nodes - A graphic display of the devices used in the path. One node may be
highlighted. The highlighted node is described in the Node Properties fields, but the position
of the highlight has no effect on the insertion or deletion of nodes: those operations always
apply to the end of the path.

e Node Properties - When there are configurable properties for the highlighted node, edit them
in these fields.

e Ethernet Address - The ethernet address for a CP1430. This field is available only when
the current node is a CP1430 not directly connected to the serial port of the PC.
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Password - The password for a CP1430. This field is available only when the current
node is a CP1430 not directly connected to the serial port of the PC.

Address - The COR/MUX address. If the current node is not a COR/MUX, this field is not
available.

Delete Element - Click this button to delete the element at the end of the path - the last
element shown in the Path Nodes display.

Node append buttons - Click one of these buttons to add a node to the end of the path. The
buttons displayed vary depending on the current nodes - nodes that cannot be added to the
current path are not shown.

Computer - AS511 - Click this node button for paths where a serial port on the computer
is used. No node properties are configurable.

H1-CP - Click this node button for paths where a CP1413 and CP1613 H1
communications module is used. No node properties are configurable.

COR/MUX - Click this node button to represent a COR/MUX device in the path. Enter the
COR/MUX Address in the Node Properties.

CP-H1 - Click this node button to represent a CP1430 in the path. If this CP1430 is not
connected directly to the PC serial port, set the Ethernet Address and the Password (if
any) in the Node Properties. If this CP1430 is directly connected to the PC serial port,
the Node Properties will not be available.

END - Click this node button to represent the end of the path. No node properties are
configurable.
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Editing

Undo ** Redo “*

To undo an edit, select the Edit/Undo menu option, click the toolbar button, or press Ctrl-z.
Repeating the Undo command reverses more edits.

To reverse an Undo command, select the Edit/Redo menu option, click the toolbar button, or
press Ctrl-y.

Cut & , Copy

To cut, select the Edit/Cut menu item, click the toolbar button, or press Ctrl-x.

To copy, select the Edit/Copy menu item, click the toolbar button, or press Ctrl-c.
To paste, select the Edit/Paste menu item, click the toolbar button, or press Ctrl-v.
You can cut, copy and paste either complete segments, or partial segments.

If a selection within a segment is active when you cut or copy, the selected logic is cut or copied
to the buffer. This is a partial segment selection, even if the selection happens to include all the
logic in the segment. In the case of a cut, the segment is placed in edit mode and turns yellow.

Paste with Rewire is not available for partial segment selections. Select complete segments by
dragging the mouse in the space to the left of the logic, or by dragging the mouse from one
segment to another.

If no logic is selected, or if complete segments are selected, a dialog appears.

Copy Segments _ ﬂ

Segment B ange oK I
From: |4 3: -
Cancel |

To |5 = Help |

¥ Include Addrezz Documentation

I™ | Include Ladder, Symbalz

Set the Segment Range to be cut or copied.

Check the Include Address Documentation box to copy documentation along with the logic.
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Paste E\, Paste Special, Paste with Rewire

To Paste, select the Edit/Paste menu item, click the toolbar button, or press Ctrl-v.
To Paste Special, select the Edit/Paste Special menu item.

To Paste with Rewire, select the Edit/Paste with Rewire menu item.

Paste

When you paste a partial segment, the logic in the clipboard replaces the logic under the insertion
point, and to the right.

When you paste complete segments, the segments on the clipboard are inserted above the
segment where the insertion point is located.

Paste Special
When you paste special, you have the option of pasting the documentation along with the logic.

The Paste Special option is not available when the address documentation is not included with
the logic on the clipboard. See Cut, Copy for details.

To Paste Special:

Select the Edit/Paste Special menu option.

Paste Special x|

Paste Segments 'With Documentation

¥ Paste Addiess Documentation
¥ Include Tags
™| Paste Ladder Symbols

| ar. I Cancel Help

Check the boxes for the documentation to paste with the logic. A tag that already exists in the
target program (the program where the logic is being pasted) will not be included even if the box
is checked.

Paste with Rewire
The Paste with Rewire feature allows you to replace addresses in the logic on the clipboard.

Paste with Rewire is only available when complete segments are on the clipboard. Partial
segment selections cannot be rewired, even if the selection happens to include all the logic from
the segment. See Cut, Copy for details.

To Paste with Rewire:

Select the Edit/Paste with Rewire menu option.
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Paste with Rewire : x|

Clipboard Contents —Rewire Addresses
Clipboard | Rewired | Destination &l k.
0.4 v 3.4
00 4 [V 034

" Selected Addresses Cancel
" Address Range

Help |
Frorm:
To:

Offzet Clipboard Address By:
|3 3:

Apply Offzet

™ Include Address Documentation

[ Include Tags

e Clipboard Contents

e Clipboard: This column shows the addresses as they appear in the logic on the
clipboard.

e Rewired: This column indicates whether the address will be replaced.
e Destination: This column contains the replacement address.

e Rewire Addresses:
e Select the addresses to be rewired.

e To change all the selected addresses by the same offset, enter the offset in the
Offset Clipboard Addresses By field and click Apply Offset.

e Include Address Documentation / Include Tags: Check the desired boxes to copy the
address documentation to the new addresses.

Modify Address Documentation

To modify the documentation for the current address, select the Edit/Modify Address
Documentation menu option or press Ctrl-L. WorkShop displays the Edit Documentation dialog
with the current address loaded.

New Address Documentation

To create new documentation, select the Edit/New Address Documentation menu option.
WorkShop displays the Edit Documentation dialog.
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Header Input Dialog

Use the Header Input Dialog to document segments and blocks.

Segment 2 Header 5'

Header: IF'aging: Mone LI

[T biiz i the header for zegment 2, :I

kK I LCancel | Help |

e Paging - This feature is not currently available.
e Header - Enter up to 16k of text.
To access the Header Input Dialog:

Either

click the segment header or block header icon,

& [

or, if there is already header text present, double-click on the text.
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Clear

Clearing removes content without moving the surrounding content, leaving a blank area. Deleting
removes both the content and the space it occupied, and moves other content.

To clear logic or data, select the Edit/Clear menu option or press the Del key. Pressing the Del
key clears the default item: an instruction in ladder logic, a line in STL or data.

Selecting the Edit/Clear menu option displays a dialog appropriate to the context.
Clearing Ladder Logic

When clearing ladder logic, the following dialog appears:

X
— Clear
Q.

' Black
" Segment Cancel |
" |nshuction Help |
= Eranch

" Bow

" Cal

e Block - Clears the entire containing block. WorkShop displays a warning before deleting the
block. The result is an empty block.

e Segment - Clears the entire segment/network. The result is a blank segment in edit mode.

e Instruction - Clears the instruction at the cursor location. If the cursor is on a branch, the
instruction to the left is cleared. The segment is placed in edit mode.

e Branch - Clears the branch at the cursor location. This selection is available only when the
cursor is on a vertical branch. The segment is placed in edit mode.

e Row - Clears all the instructions and branches at the same height as the cursor. A branch is
considered to be on the row at the top of the branch. The segment is placed in edit mode.

e Col - Clears all the instructions and branches in the segment that are in the same column as
the cursor. A branch is considered to be on the column to the left of the branch. The segment
is placed in edit mode.

Clearing STL

When clearing STL, whether in a block being viewed as STL or in a block being viewed as ladder,
the following dialog appears.
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cear

Clear i
" Block —
£ Segment Cancel |
* Line Help |

e Block - Clears the entire containing block. WorkShop displays a warning before deleting the
block. The result is an empty block.

e Segment - Clears the entire segment. The result is a blank segment in edit mode.

e Line - Clears the line at the cursor location.

Clearing Data

cear

Clear
" Block

oK
£ Segment Cancel |

@ Line Help |

Clear Data

Delete 7~
Deleting removes both the content and the space it occupied, and moves other content.

To delete logic or data, select the Edit/Delete menu option, click the toolbar button (the delete
button does not appear on the default toolbars, but it can be added) or press Shift-Del.
Depending on the context, a dialog may appear for you to select what is to be deleted.

—Delete

" Black

" Segment Caticel

from; |1 3:
o i =
= Status Coil
i Bow
" Cal

Help

dds
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Delete STL
Deleting removes both the content and the space it occupied, and moves other content.

To delete STL code, select the Edit/Delete menu option, click the toolbar button (the delete
button does not appear on the default toolbars, but it can be added) or press Shift-Del.
Depending on the context, a dialog may appear for you to select what is to be deleted.

Delete

—Delete
" Black

i Segment Cancel

framm: l 5: Help

dils
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Delete Blocks Xﬂ
To delete blocks:

1. Select the Block/Delete Blocks menu item or click the toolbar icon.

Delete Blocks EI

Chooze which blocks to delete:

ExMachina [Online] -
2O I [DB] Drganization Blacks
Dj (]=}!
- o83
- | 0BS
O § oe1o

q--f 0B20
[=- E} [F'B] Frogram Blocks
0§ rer
K

Er-j PB4
=3 D [FB] Function Blocks

..... 0O i FE2 |-
=E D 47 [DB] Data Blocks

L =
Delete I LCancel | Help |

4

2. Select the blocks to delete by checking the boxes.

3. Click the Delete button.

PLC Workshop .NET for 55 il x|

@ Delete marked blocks? &l contents will be losk,

Cancel

:

4. Click the OK button if you are certain about the deletion.
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Insert

Inserting moves logic or data to make space for new logic or data. The new space is above or to
the left of the insertion point.

To insert logic or data, select the File/Insert menu option or press the F3 key. Depending on the
context, a dialog may appear for you to select what is to be inserted.

Insert Ladder

|nzert
F,
 Sognent
£ Fow Cancel |
" Col Help |
Insert STL

|nzert
£ Segment

ak
Cancel |

Help |
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Find

To find an address or tag, or to go to a particular segment, select the Edit/Find menu item or
press Ctrl-F. WorkShop displays the Find dialog.

x|

£ Segment I = Fird Hext
= dd

P r ESS#TEQ I Firnd Frevious

Find Irn Start At

&l Blocks £ Curzor Cloze

£ Curent Elock: OB £ Tiop of Block

Help

To find an address or tag:

1. Select the Address/Tag option button.

2. Enter the address or tag in the text field.

3. Select the appropriate option button to search all the blocks or only the current block.

4. If you are searching only the current block, select whether the search will start at the top of
the block or at the cursor.

5. Click Find Next and/or Find Previous until you locate the desired instance.
6. Click Close.

To go to a segment in the current block:

1. Selectthe Current Block option button.

2. Select the Segment option button.

3. Enter the segment number in the text field.

4. Click Find Next.

Find Next/Previous

To repeat the last search, select the Edit/Find Next (or Ctrl-G) or Edit/Find Previous menu
option depending on the desired search direction.

Select All

To select the entire contents of a block, select the Edit/Select All menu option or press Ctrl-A.
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Viewing
Screen Overview

The WorkShop screen will usually look something like this:
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Each of the components shown is optional. Some may be subdivided or moved.

For details on any part of the display, click on the picture above.
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Screen Overview

The WorkShop screen will usually look something like this:
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Each of the components shown is optional. Some may be subdivided or moved.

For details on any part of the display, click on the picture above.
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Workspace
WorkShop's editors are shown on the workspace - the main area of the WorkShop window.

The workspace can contain multiple tabs, each containing a logic block or data block editor.

PLC Workshop .NET for 55 - DEMO (Offline) - 0B1 . =10l =]
File  Edit View  Block  Logic  PLC  Options Window  Help

sDBRE&R| ~|) B

Toolbos R | [Programs @ DEMO [OFfline] - OB1 | E 944FILE [Offline] 9 B >
Rel [ i - ' |
Eobs = [,)._EMD ':Dfﬂ'"e_) , = Elock OBi Segment 1 ‘:ﬁ
— Shor 7" [OB] Organization Blocks |_
L.p OBl
1F 0O Contact
HEE e fﬁ [PB] Program Blocks
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—L BranchlUp || i # [DB] Data Blacks
e Do ¥ [5B] Sequence Blacks I
- aﬁ [Fx] Extended Function Bl )
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fLE tach B Data Windows
U} Unlatch Co i i bt DEMO {OFFline) - Ducumn.entatlan q =
..... Cross Reference | Addrcss & | Tag | Descr jtinn
Q44FILE (Offline) A

Timers/Counters j |_:_|~¢ji [OB] Organization Blocks ~

Compare | @ OBl

Math Iy £ oe2

Logic | - [ OB3

Bit 0 perations | g:g

Flip: Fi
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Special 4l | , %44FILE (Offiine) - Doc... 1] DEMO (Offline) - Docu... |
[C3 Press F1 for help. | [ Security: Disabled || Path: None | | Mods: Offiine | [|| Block DB1 End || [[NOM ]| [ove][ ]
Sub-Windows

The workspace can also contain sub-windows, each containing one or more tabs containing lists
or editors. The sub-windows can be docked to an edge of the workspace, resized, or detached
from the workspace. A sub-window can also be set to Auto-Hide. A tab in a sub-window can be
moved to the main work area.

To resize a sub-window:

1. move the mouse cursor to an edge of the sub-window. When the mouse cursor is in the right

L
spot, it changes: = ¥

2. Click and drag to the desired size.

To move a sub-window to another docking point or detach it, click and drag the sub-window's
title bar.

To re-attach a detached sub-window, double click the sub-window's title bar.

To set a sub-window to auto-hide, right-click the sub-window's title bar and check the Auto Hide
menu option.
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To move a tab from a sub-window to the main workspace, right-click the sub-window's title bar
and un-check the Dockable menu option. This menu option is not available when the sub-window
is in auto-hide mode.
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Logic Block Editor @

A logic block editor is displayed as a tab in the main workspace. There can be multiple block
editors open. Logic may be edited in ladder form as shown below or in statement list form.
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The display options for the logic block editor are set in the Logic tab on the Program Setup dialog

To open a block in a logic block editor, either:

e double-click the logic block in the program tree, or
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e bring up the Select File dialog by selecting the View/Logic Block Editor menu option or
clicking the toolbar button, then either double-click the block or type the block hame in the
Enter Block Name field.

Select File x|

Enter Black Marme: I

PLANT1 (Offline)

1‘ [CB] Organization Blocks
1‘ [PE] Program Blocks

l' [FB] Function Blocks

- i [SB] Sequence Blocks

Open Cancel Help
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Data Block Editor @

A data block editor is displayed as a tab in the main workspace. There can be multiple block
editors open.
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The display options for the data block editor are set in the Data tab on the Program Setup dialog
To open a block in a data block editor, either:

e double-click the logic block in the program tree, or
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e bring up the Select File dialog by selecting the View/Data Block Editor menu option, then
either double-click the block or type the block name in the Enter Block Name field.

Select File ' x|

Enter Black Marme: ||

PLANT1 (Offline)
-4 [DB] Data Blocks

=y Cancel Help

2
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Data Window

A data window provides way to view and edit the values in a set of PLC memory addresses.

DEMO (OFfline) - Diata 1

Address |Tag |Descriptiun | Valuel Stafus
1 OBl Cffline
2 Ce1z FwdPBOS?  Cwerarm Cffline
3 CB162  Turnstile  Cwerarm Cffline

z I N

3 F29.7 OFF O Offline
& KFO Offline
7 F254.0 OFF O Offline

To bring up a data window, either:

e double-click the data window in the program tree, or

e bring up the Select File dialog by selecting the View/Data Window menu option or clicking
the toolbar button, then either double-click the data window or type the name in the Enter
Block Name field.

To add an address to the data window, either:

e Type the address in a cell in the Address column, or
e open the drop-down list in a cell in the Tag column and select the tag for the address to be
added.
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To add a series of addresses to the data window:

1.

6.

Select the Data/Fill menu option to bring up the Data View Fill dialog.
Data Yiew Fill :

il

—Source
Start Addrezs: || Cancel
Start Bow: 1 : Apply
—Destination ﬁl

i EndAddiess: I

" Count; 1 =
—Attributes

|rerement: 1 -

Earmat: I "I

Enter the first address in the Start Address field.
Enter the line on which that address should appear in the Start Row field.

Select End Address to specify the end of the series, or select Count to specify the number of
addresses in the series. Enter the appropriate information in the field next to the selected
option button.

Set the Increment between addresses in the series. The default, 1, creates a series of
consecutive addresses.

Select the display Format for the data from the drop-down list.

To edit the documentation for an address in the data window, use the Modify Address
Documentation feature.
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View Documentation

Address documentation is listed in a spreadsheet-style display.

PLANTZ {Offline) - Documentation B |
address - |Tag |Descriptic|n |C(;|
45 FB22 Cor Entry Peeler Dn SOL
44 FB23 Corwa, Payoff Expand Lightos2
47 FBZ24 ConvBR&C  Recoil Hi-gear Lfs Recoil Lo-Gear L/s Slitter in Place LS Holddown .
48 FBZS CorwBECE  Arm LS
49 FB26 ConyB&CFw Recoil
- I-:n FR2TF CrmRR T e Callanee DROS? Davaff Taneinn Hink | _"|LI

To display the documentation list, select the View/Documentation menu option.

The display is not directly editable. Double-click on a line to edit the documentation.
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Documentation Editor

Use the documentation editor to edit documentation about PLC memory addresses.

There are several ways to bring up the documentation editor:

Edit Documentation : x|

Address Description

Select the Edit/Modify Address Documentation menu option, or press Ctrl-L, while the
cursor is on the address to be modified.

Select the Edit/New Address Documentation menu option.

Double-click a line in the documentation display.

Dezcription of the

Brex Doc | Pres &dd | MHext Add | Hest Doc | I0.0 address
Tag
FirztInput

D ezcription Comment

Description comoent for I0.O0. ;I

—Ladder Symbalz
O,
Sdd Symbal...
Cancel
[relete Symbol
Help

[
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Address: Enter the address to be documented. When this field does not contain a valid
address, all the other fields are disabled.

Tag: Enter the tag for the displayed address. Tags must be unique.

Description: Enter the description of the address.

Description Comment: Enter comments about the address.

Prev Doc, Next Doc: Edit documentation for the previous or next documented address.
Prev Add, Next Add: Edit documentation for the previous or next address, whether it is
currently documented or not.
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Assign Tag

When the Assign Tag option is selected and you enter an address that does not already have a
tag in ladder logic or STL, WorkShop displays the Assign Tag dialog. This is identical to the Edit
Documentation dialog except that the address is a hon-editable field containing the address to
which the tag will be assigned, and the navigation buttons are disabled.

Assign Address

When the Assign Address option is selected and you enter a tag that is not already assigned to
an address in ladder logic or STL, WorkShop displays the Assignh Address dialog. This is
identical to the Edit Documentation dialog except that the Tag field is already filled in and the
navigation buttons are disabled.
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Find in Documentation

Use the Find in Documentation dialog to locate text in the address documentation.

x
Find what; I
[T Match gase ~Findin | Eirid Mest I
[T Match whole word IV Address =
v T Cloze |

—Search Direction ¥ T -

G Foiaaid ¥ Description Help |

i Reverse ' Egmment

Find what - Enter the text to be found.

Match case - Check this box to search for the exact case. For example, if you search for
'Coil' and box is checked, WorkShop will only find 'Coil', not 'coil' or 'COIL".

Match whole word - Check this box to find the text only as a whole word. For example, if you
search for 'Coil' and this box is checked, WorkShop will find 'Coil' but not 'Cails'.

Search Direction - Select whether to search Forward towards the end of the program or
Reverse towards the start of the program.

Find in - Check to boxes for the areas in which to search. For example, if you search for 'Coil
and only the Tag box is checked, WorkShop will find only documentation where the tag
contains 'Colil', not documentation where 'Coil' appears only in the description.

Find Next - Click this button to find the next (or previous, if the Search Direction is Reverse)
instance of the text. The Find in Documentation dialog does not close automatically when you
click this button, so you can click it repeatedly to find more instances.

To access the Find in Documentation dialog:

1.

Select a documentation window.

S5dema (Offline) - Documnenkation

Address « |Tag Description
11 F20 TIME OUT PRESET

12 Fa100  Timer 1 Flag  Area

13 0.0 START PROCESS1LPB1

14 0.1 STOP PROCESS 1LPB 2

Select the Edit/Find menu option, press Ctrl-F, or click the binoculars icon in the toolbar.
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=]
View Cross Reference

The cross reference lists PLC addresses and the contexts (location and instruction) where they
are used.

You can go to any of the locations where an address is in use, by selecting the segment
reference in the cross reference display and clicking the Go to Location button.

944FILE {Offline)- Cross Reference - Current R i #
-
FB58 _I V¥ Show Documentation
CE1 -0001 JU  (10) Filker
FBGO [~ Elock I
FEzZZ -0001 JU (71) FE22z -0002 JU (29) FBE34 -0001 JUO  (107)
FBG2 DEwdPBOS7Convy  Peeler Dn PEDS2 Entry HoldDn Rev ™| Segment |
2 S50L Entry
FE19 -0001 JU  (44) FE19 -0001 JU  (97) FE19 -0002 JO  (71) Apply |
FE20 -0O01 JuU [(32) FEZ0 -0001 JU [101)FBE41 -0001 JUO 58]
FE43 -0001 JU [69) FESS -0003 JU (42) Build T able | Gio to Location |
FB63
FE3Z -0001 JU (64) FE3Z2 -0002 JU (28) FBE34 -0001 JU (109) o
FBG4 ;I

To display the cross reference, select the View/Cross Reference menu option, click the toolbar
button, or double-click the cross reference icon in the program tree display.

You can go to any of the locations where an address is in use, by selecting the segment
reference in the cross reference display and clicking the Go to Location button.

To rebuild the cross reference table, click Build Table.
To include address documentation in the display, check the Show Documentation box.

To limit the cross reference to a particular block or segment, check the Block box and enter the
block name, and the Segment box and number if applicable, in the Filter area, then click Apply.
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Segment Cross Reference

The segment cross reference displays the cross reference information for the addresses in the
current logic segment.

The segment cross reference is equivalent to the general cross reference with the filter set to the
current block and segment.

944FILE {Offline)- Cross Reference - Current |
OE1  -0001 A [ 1) ©B1 -0001 AN | Z) -
0OE1 -0001 = [ 1) FEZ21 -0001 & [ 1) " Show Documentation
T89 OE1 -0001 & { 1y FE18 -0001 L [ 21 Filter
FEQZ -0002 AN | 3) FES5 -0008 3P [ 21 ¥ Block 0B1
FB18 OE1  -0001 JC [ 1)
FB58 OE1 -0001 JU (10} ¥ Segment |1
FBG8 OE1  -0001 JU [ 8]
FE90 OE1  -0001 JU | 4) Apply |
FB92 OE1  -0001 JC (18]
FBO3 OBl -0001 JC (21} Build T able | GDtDLocationl
FE100 OE1  -0001 JU [113)
FE101 OE1  -0001 JU [15)
DE190 2E1  -0001 C [12) FE15 -0002 < (40) LI
FR1C [ulinlnl Tl P Rar B N = [mluin] i~ I YW RFRA e Y A=k}

To display the segment cross reference, select the View/Segment Cross Reference menu
option.
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Program Tree

Programs 3 =
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----- 1‘ [SB] Sequence Blocks

% Data Windows

Documentation

----- Cross Reference

v

[+

i PLANT1 (Offline)

< | »]

The program tree provides an overview of the structure of the PLC program.

Double-clicking an item in the tree opens that item. If the item is a container (indicated by a +/-
box) the container opens by expanding the tree. For other items, an editor or list opens. For
blocks that can contain logic (Organization Blocks, Program Blocks, Function Blocks, and
Sequence Blocks) a Logic Block Editor opens in the workspace. For Data Blocks, a Data Block

Editor opens in a sub-window.
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Toolbars

Like many Windows programs, WorkShop provides toolbars for quick access to program
functions.

sNBESR|- | Ea (AL E .
P

Handle Menu

The toolbars are configurable. Options include:

e selecting which toolbars are visible

e adding or removing buttons

e moving toolbars to another part of the screen.

Move a toolbar by clicking and dragging the handle at the left edge of the toolbar.

Toggle a toolbar on or off by selecting the toolbar from the View/Toolbars submenu.

Toggle a button on or off a toolbar by selecting the item from the menu that appears when you
click the triangle at the right edge of the toolbar, as shown below.

X
A # Fast PLC Connection
X [ Hew... el

= Open... Chrl4+0

& save Ctrl+5
= Chrl4+p
& Prink Preview, ..
©3 Undo Chtl4+-Z
4 Redo Chrhy
2 ocut Chrl+
Copy Chrl+C

&, Paste Chel+y
& Fird... Chrl+F
£ Find Next Chrl+G
¥ Find Previous

To configure several toolbars or buttons at once, use the Customize dialog by selecting the
View/Toolbars/Customize menu option.
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Status Bar
To toggle display of the status bar, select the View/Status Bar menu option.

The status bar shows the status of several features of the system.

| | [ Security: Disabled | [ Path: MAIN | [ Orline: Run | [| [ Black DB, Seg 0001, Line 013, Col000 || | [NOM | [ovR | (99 él

Security - Displays the status of the security system, enabled or disabled.

Path - Displays the communications path.

Online - Displays the RUN/STOP status of the PLC.

Cursor location - Displays the block, segment, line, and column at which the cursor is
located.

CAPS - If the Caps Lock is active, the word CAPS is shown.

NUM - If the Num Lock is active, the word NUM is shown.

OVR - If the Caps Lock is active, the word CAPS is shown.

Heartbeat - When online, the heart symbol alternates between red and white to indicate that
communication with the PLC is occurring.
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Cut & , Copy

To cut, select the Edit/Cut menu item, click the toolbar button, or press Ctrl-x.

To copy, select the Edit/Copy menu item, click the toolbar button, or press Ctrl-c.
To paste, select the Edit/Paste menu item, click the toolbar button, or press Ctrl-v.
You can cut, copy and paste either complete segments, or partial segments.

If a selection within a segment is active when you cut or copy, the selected logic is cut or copied
to the buffer. This is a partial segment selection, even if the selection happens to include all the
logic in the segment. In the case of a cut, the segment is placed in edit mode and turns yellow.

Paste with Rewire is not available for partial segment selections. Select complete segments by
dragging the mouse in the space to the left of the logic, or by dragging the mouse from one
segment to another.

If no logic is selected, or if complete segments are selected, a dialog appears.

Copy Segments ﬂ

Segment B ange oK I
From: |4 3: -
Cancel |

To |5 = Help |

¥ Include Addrezz Documentation

I™ | Include Ladder, Symbalz

Set the Segment Range to be cut or copied.

Check the Include Address Documentation box to copy documentation along with the logic.
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Block Operations

New Block U
To create a new block:

1. Select the Block/New Block menu option, click the toolbar icon, or right-click on a block
category icon in the program tree display. The New Block dialog appears.

X

Elock Type: Im vI

Block Humber: |1 =

1] I LCancel | Help |

2. Select the Block Type and Block Number.
3. Click OK.
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Copy/Paste block [][] L&

To copy and paste blocks:

1. Select the Block/Copy Block menu item or click the toolbar icon to copy the block in the
current block editor, or right-click on the block to be copied in the program tree display.

2. Select the Block/Paste Block menu item or click the toolbar icon. The Paste Block dialog
appears.

Elock Twpe: Im "I

Block Mumber: |1 E

oK I LCancel | Help |

3. Select the Block Type and Block Number.
4. Click OK.

Zoom Into Block -2

Open and display the contents of the block referred to by the instruction under the Zoom Cursor.
In other words, go into the selected block.

To Zoom Into a Block:

1. Place the zoom cursor on the block reference, by using the Zoom Next and Zoom Previous
operations.

2. Either click the Zoom Into icon on the toolbar or select the Blocks/Zoom Into menu option.

Zoom Out of Block .;]

"Back out" of a Zoom Into Block. Display the location where the Zoom Cursor was when a Zoom
Into Block operation occurred. Repeated Zoom Out of Block operations reverse Zoom Into Block
operations in reverse order - the first Zoom Out of Block reverses the last Zoom Into Block.

To Zoom Out of a Block:

1. Either click the Zoom Out of Block icon on the toolbar or select the Blocks/Zoom Out of
menu option.
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Zoom Next/Previous ('?‘!“ @
Move the Zoom Cursor to the next or previous zoomable location.
To zoom the next or previous zoomable location:

Click the appropriate toolbox icon, or select the Block/Zoom Next or Block/Zoom Previous
menu option.
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Zoom Cursor
The Zoom Cursor controls the location of Zoom Into Block operations.

Move the Zoom Cursor by using the Zoom Next and Zoom Previous operations.

—JUHF TO 3UE

1 FE1

The Zoom Cursor is a highlight on a zoomable block reference. The color of the highlight can be
changed using the Colors tab on the Program Setup dialog.

Logic

Validate and Enter v

When you edit a line of STL or data, or a segment of ladder, the affected area goes into an edit
mode, which is highlighted by a different background color. The Validate and Enter operation
checks the syntax of the parts of the program that are in edit mode, and if they are valid, enters
them in the program and clears the highlight.

The edit mode background is yellow by default, but configurable on the Colors tab of the
Program Setup dialog.

To Validate and Enter edits:

Select the Logic/Validate and Enter menu option, click the toolbar icon, or press the F8 key.

New Segment

To insert a new segment of ladder or STL, select the Logic/New Segment menu option or click
the toolbar icon.

You can also insert a segment by using the Insert operation.

New Row

To insert a new row in the current segment of ladder, STL, or data, select the Ladder/New Row
menu option or click the toolbox icon.

You can also add a row by using the Insert operation.
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Toggle Branch

To insert or remove a branch in ladder logic, select the Logic/Toggle Branch menu item or press
F.

You can also insert or remove a branch using the Branch Up or the Branch Down relay from the
toolbox.

A branch is added to or removed from the right and down from the cursor location.

| I0.0 |

Switch to Statement List *It

To switch from viewing logic as ladder when possible to viewing it as STL in all cases, either
select the Logic/Switch to STL menu option or click the toolbar icon.

Elock OES5S  Segwent 1 @ F'iz—'

o
o
o
Lt
]
o

becomes

Elock 0BS5S Segment 1 @ F<iE—|
th I0.0
H Q0.0
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Switch to Ladder M0

To switch from viewing logic as STL in all cases to viewing it as ladder where possible, either
select the Logic/Switch to Ladder menu option or click the toolbar icon.

Elock 0BS5S Segment 1 @ F<iE—|

HYN I0.0
= Qo.0

becomes

BElock 0BS5S Segwent 1 @ r<if_|

—
o
o
Lot =
[ ]
o

Note that ladder logic is a view of certain sequences of STL code, and not all STL code can be
represented as ladder logic. When in Ladder mode, WorkShop displays the code that can be
displayed as ladder as ladder and the rest as STL.
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Diagnostics
Debug

Use the Debug dialog to get detailed information about the program and PLC status.

— Fault Location

Block: OB&3 Segment: 1

Cloze

[t Fault

ad.

Active Data Block: M ane
Help

Fault Descrption [Cauze of Intermipt];

M one.

1G]

Faulted block OB&3 waz caled from OBEZ

e | IStack.. | EStack.. |

e Fault Location - Indicates the block and segment where the fault occurred, and the data
block that was active.

e Fault Description - Provides a brief description of the fault.

e Control Bits - Click this button for information on the status of the processors control bits.
This information is available whether the PLC is running or stopped due to a fault.

e |Stack - Click this button for program status information stored on the PLC. This information
is only available if the processor is stopped due to a fault.

e BStack - Provides block and address information about the current block stack. This
information is only available if the processor is stopped due to a fault.

To access the Debug dial og:
Select the Diagnostics/Debug menu item, or click the Debug button on the PLC Status dialog.
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Control Bits

The Control Bits dialog shows the current state of any control bit, and a description of the
meaning of the bit.

Control Bits x|

Wwiord; Bit:

Rc2 <] [0 i’

mj 1

RS7 2

RSE 5

rses =] ~|  ContolBitvalue: D

Contral Bit Description [Walue =17

IF'alue = 0 Single proceszor operation.
[F%alue = 1: Multiprocezsar operation:

Cloze I Help

e Control Bit Value: The current value of the bit.
To access the Control Bits dialog:
1. Open the Debug dialog by selecting the Diagnostics/Debug menu option.

=
— Fault Location

Block: DBGEZ2 Segment; 1
[t Falk

Bctive Data Block: MHone

Help

Fault Description [Cause af Interupt]:

Power Failure. _AJ
Faulted block: OBGZ2 waz called from  OBET
Conirgl Bits | 15tack BStack |
b

2. Click the Control Bits button.
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Block Stack

The Block Stack dialog shows the stack of called blocks, for debug purposes. This information is
only available if the processor is stopped due to a fault.

—Block Stack
Lewel Block Active DB

1 NBE1

Cloze | Help I

To access the Block Stack dial og:
This information is only available if the processor is stopped due to a fault.

1. Open the Debug dialog by selecting the Diagnostics/Debug menu option.

=
— Fault Location

Block: DBGEZ2 Segment; 1
[t Falk

Bctive Data Block: MHone
Help |

Fault Description [Cause af Interupt]:

Gl

{Pawer failure.

Faulted block: OBGZ2 waz called from  OBET

EantiolBits 1iack BSfack |
gy

2. Click the BStack button.
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Interrupt Stack

The IStack dialog shows information about the state of the interrupt processing at the time of the
current fault. This information is only available if the processor is stopped due to a fault.
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_

—Fault Location —Fault Depth
Block: OBGZ Segment T 1 of 1
(e e R =
Active Data Block:  None Lewvels
[ et Eault
Fault Description [Cauge of Intemupt]:
Erew Eault
Power failure, _ﬂ
Help
Faulted block OBEZ was called from OBET
—Last Instruction Executed — Mest Instruction Executed
Block: OBGZ Segment T Block: OBGZ Segment;
Instruction:  ADD DH Instruction:  MAS

—Aecumulated Values

Al OOOE DsF1 A2 0000 FFFF

A3 ED713DFF A4 EDY 3DFF

—Mested Brackets Open at Fault

Bracket Type:
[ before [;
RLO before |

Mest Level 1 2 3

Rezult Bitz..

Errar Bits...

Inkibit Bits...
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To access the | Sack dialog:
This information is only available if the processor is stopped due to a fault.

1. Open the Debug dialog by selecting the Diagnostics/Debug menu option.

COUE— x

— Fault Location Cloze |
Block: OBGZ Segment; 1
o to Fault |
Active Data Block: Maone
Help |
Fault Description [Cause of Interupt];
Pawer Failure. _AJ
Faulted block 0OBEZ was called from 0BG

Control Bt | IStack | BStack |
My

2. Click the IStack button.
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Result Bits

Use the Result Bits dialog to display information about the status of the user program when the
fault occurred. This information is only available if the processor is stopped due to a fault.

Registers used for result bits are processor dependant.

55 Result Bits ] x|

wfhard: Bit:
RS52:

4 LI Fezulk BitYalue: 1

Rezulk Bit Description Malue =17

Status of the operand of the lazt binary statement executed.

LCloze I Help |

Use the Word and Bit selectors to select the bit in question. The description of the selected bit
appears in the text box, the state of the bit (O or 1) appear to the right.

To access the Result Bits dialog:
This information is only available if the processor is stopped due to a fault.

1. Bring up the Debug dialog by selecting the Diaghostics/Debug menu item.

x
— Fault Location

Block: OB33 Segment; 1
[Hoto Fault

Active Data Block:; M one
Help |

Fault D ezcription [Cauze of [ntermipt];

Hane. _AJ
Faulted block OBS3 waz called from  OBE2
Control Bits... IStack... BStack... |
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2. Bring up the IStack dialog by clicking the IStack button.

istack x

—Fault Location —Fault Depth
Block: OBGZ Segment T 1 of 1
(e e R =
Active Data Block:  None Lewvels
[ et Eault
Fault Description [Cauge of Intemupt]:
Erew Eault
Power failure, _ﬂ
Help
Faulted block OBEZ was called from OBET
—Last Instruction Executed ——— [ Mest Instruchion Executed
Block: OBGZ Segment T Block: OBGZ Segment;
Instiuchion: ﬂDD : DH Instruction:  MAS

—Aecumulated Values

Al OOOE OsF1 - A2 OOODFFFF - A3 EDY130DFF A4 EDY1 3DFF

—Mested Brackets Open at Fault
Rezult Bitz..
Mest Level ] P 3 4 A B
Bracket Type: Errar Bits...
[ before [;
RLO before [ Iikibit Bits. ..

3. Click the Result Bits button.
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Error Bits

Use the Error Bits dialog to display information about all the errors that occurred up to the point
that the processor was stopped.

Error Bits are only available with some types of processors. Registers used for error bits are
processor dependant.

SSErrorBits ] x|

wfard: Bit:
|F|584 0 a
2
3
4 LI Error Bit % alue: ]

Errar Bit Dezcription Malue = 1];
RUMNASTOR zwitch set to the STOP position.

LCloze I Help |

Use the Word and Bit selectors to select the bit in question. The description of the selected bit
appears in the text box, the state of the bit (O or 1) appear to the right.

To access the Error Bitsdialog:
This information is only available if the processor is stopped due to a fault.

1. Bring up the Debug dialog by selecting the Diaghostics/Debug menu item.

— Fault Location

Cloze

Block: OB&3 Segment: 1
[t Fault

i}

Active Data Block: M ane
Help

Fault Descrption [Cauze of Intermipt];

M one. _ﬂ
Faulted block OB&3 waz caled from  OBEZ
Control Bits... |Stack... BStack... |
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2. Bring up the IStack dialog by clicking the IStack button.

istack x

—Fault Location —Fault Depth
Block: OBGZ Segment T 1 of 1
(e e R =
Active Data Block:  None Lewvels
[ et Eault
Fault Description [Cauge of Intemupt]:
Erew Eault
Power failure, _ﬂ
Help
Faulted block OBEZ was called from OBET
—Last Instruction Executed ——— [ Mest Instruchion Executed
Block: OBGZ Segment T Block: OBGZ Segment;
Instiuchion: ﬂDD : DH Instruction:  MAS

—Aecumulated Values

Al OOOE OsF1 - A2 OOODFFFF - A3 EDY130DFF A4 EDY1 3DFF

—Mested Brackets Open at Fault
Rezult Bitz..
Mest Level ] P 3 4 A B
Bracket Type: Errar Bits...
[ before [;
RLO before [ Iikibit Bits. ..

3. Click the Error Bits button.
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Inhibit Bits

Inhibit bits are a way of permitting or preventing the system from stopping in the event described
by a particular bit.

Inhibit bits are only available with some types of processor. If you are using such a processor,
use the Inhibit Bits dialog to display information about the bits.

x

wfard: B

it:
Rz 0
W 1
E
4 *| InkibitBitValue: 1

[nhibit Bit Diezcnption [Malue = 17;

Cycle time exceeded.

LCloze I Help |

Use the Word and Bit selectors to select the bit in question. The description of the selected bit
appears in the text box, the state of the bit (O or 1) appear to the right.

To access the Inhibit Bits dialog:
This information is only available if the processor is stopped due to a fault.

1. Bring up the Debug dialog by selecting the Diaghostics/Debug menu item.

— Fault Location

Cloze

Block: OB&3 Segment: 1
[t Fault

i}

Active Data Block: M ane
Help

Fault Descrption [Cauze of Intermipt];

M one. _ﬂ
Faulted block OB&3 waz caled from  OBEZ
Control Bits... |Stack... BStack... |
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2. Bring up the IStack dialog by clicking the IStack button.

istack x

—Fault Location —Fault Depth
Block: OBGZ Segment T 1 of 1
(e e R =
Active Data Block:  None Lewvels
[ et Eault
Fault Description [Cauge of Intemupt]:
Erew Eault
Power failure, _ﬂ
Help
Faulted block OBEZ was called from OBET
—Last Instruction Executed ——— [ Mest Instruchion Executed
Block: OBGZ Segment T Block: OBGZ Segment;
Instiuchion: ﬂDD : DH Instruction:  MAS

—Aecumulated Values

Al OOOE OsF1 - A2 OOODFFFF - A3 EDY130DFF A4 EDY1 3DFF

—Mested Brackets Open at Fault
Rezult Bitz..
Mest Level ] P 3 4 A B
Bracket Type: Errar Bits...
[ before [;
RLO before [ Iikibit Bits. ..

3. Click the Inhibit Bits button.
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Logic Status
The Logic Status feature shows the current status of a contact or coil by highlighting it if it is on.

In the case of a Normally Closed Contact, a zero value opens the contact, so the contact will be
highlighted if the value is zero.

I1.1

In the illustration, 11.1 is on, FO0.0 is off.

The width of the highlight is configurable by setting the Status Thickness on the Program
Status dialog under the Logic tab options for Ladder. The color is configurable using the Colors

tab on the Program Status dialog.
To enable or disable Logic Status:

Select the Diagnostics/Logic Status menu option.
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PLC
PLC Operations

Use the PLC Operations dialog to perform basic PLC operations.

PLC Operations } 5'

Current PLC Status: Stop

Operations

W arm Startl Cold Start Stop | Compress |

LCloze | Help |

e Warm Start - Start the PLC if it was stopped without a fault. The warm start retains register
data and the PLC resumes processing at the point of interruption..

e Cold Start - Start the PLC if it was stopped by a fault. The cold start clears register data
before starting the PLC.

e Stop - Stop the PLC.

e Compress - Eliminate gaps in PLC memory allocation to free memory for programs and
data.

To access the PLC Operations dialog:

Select the PLC/Operations menu item.
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PLC Status

Use the PLC Status dialog to find information on the status of the PLC process.

PLC Statuz - 55Program1 [Online]

]|

PLC Type: 1350 CPU3288
— Communications Path — Program Infarmation — Proceszor Status ——
Comm. Port: | CoM 0B Blocks: | 003 v FRun
PathFile: | Ci.newii PB Blocks | 000 =
Path Name: | MAIN FE Blocks: | 010 | Faut
DB Blocks: m r B attery Low
—PLC temaory [Butes] SE Blocks oo
Total | 065536 FXBlocks: | 000 - Processar Switch ——
|1zed: | 0aog44 [ Blocks: aao |7 Fiun
Free: | 064532 =
Eault;

Debug... I

Cloze

e Communications Path - The path to the PLC. The Comm. Port field displays the selected
port. The Path File is the file containing path configurations. The Path Name identifies a path
within the path file. To examine or configure this information, use the Path Editor.

To access the PLC Status dialog:

Select the PLC/Status menu item.

PLC Memory - Displays the Total, Used, and Free memory in the PLC, in bytes.
Program Information - Displays the number of blocks of each type.

Processor Status - Displays the current state of the PLC.
Processor Switch - Displays the state of the run/stop switch on the front of the PLC.
Debug - Click this button to access the Debug dialog.
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Setting up WorkShop
Installing WorkShop
Installation

Installing PLC WorkShop for Siemens S5 - Performance Series
Installing the FasTrak-Key
Connect the Communications Cable
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Installing PLC WorkShop for S5 - Performance Series

Before you begin installation, you should review the System Requirements section in the
Introduction chapter.

To install PLC WorkShop, turn your computer on and start Windows. You may need to provide a
user name and password to log in to a computer network. If you are unsure, contact your
company's System Administrator or IT representative. Follow these steps to install the software:

1. Insertthe PLC WorkShop for Siemens S5 - Performance Series CD in your
computer's CD-ROM drive.

2. The CD should autostart, if not click the Windows Start button. Then Click Run, and type
x:\setup.exe, where x is the letter for the CD-ROM drive.

3. Select the products to install.

Select which products you would like toinstall

¥ PLCwWarkshop Met for 55

Cancel |

PLC Workshop for Siemens S5 is the main part of the product.
NT Security is an optional security system.

¥ NT Security
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4. Read the copyright information and clock the Next button.

i PLC Workshop .NET for 55 . ngﬂ

Welcome to the PLC Workshop NET for 55 Setup
Wizard

The installer will quide pou through the steps required to install PLC Workshop MET for 55 an pour
cormpuker.

WAAMIMG: This computer program iz protected by copyright law and international treaties.
Unauthonized duplication or distribution of this program, or any portion of it, may result in severe civil
ar crimingl penalties, and will be prozecuted to the masimum extent pozsible under the law.

Cancel 4 Hack Mest »

........................................
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5. Read the license agreement. If you agree, select the | Agree option button and click the
Next button

il PLC Workshop .NET for 55 ngﬂ

License Agreement ﬂ |-[: :]T(}

Please take a moment bo read the license agreement now. IF pou accept the terms below, click '
Aaree"”, then "Mext”. Othenwize chick "Cancel”,

LICENSE TERMS AWND CONDITIONS il

Licensor 15 the owner of all nghts, including the copyright, i and to that
certain set of executable computer programs 1dentfied m the Eegstration
Form, mchdmg design and structure thereof (the "Software™), together

with all manuals and other written or printed techcal matenal provided

with the Software to explain tts operation and to aid m itz use (the
"Documentation”). Licensee wishes to have the nght to use the Software, |

..................

" | Do Mot Agree g | Agree

Cancel | ¢ Back, | Mest »
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6. Select the components to install.

& PLC Workshop NET for 55

Check Program Files and Help Files to install WorkShop.

Check the Example Files box to install an example of an S5 program.

Check the Manuals box to install the PLC WorkShop manual in Adobe Acrobat (PDF)
format.

Click the Next button.
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7. Select the location where the software will be installed.

i@ PLC Workshop .NET for S5 3 =101

Select Installation Folder ﬂ |.[: :]T(}

The installer will install PLC ‘Warkshop MET for 55 to the follawing folder.

Tanetall in this folder, chek "Nest”. Ta install to a ditterent folder, enter it below or chick "Browse".

Folder:
c:\Program Files\FasTrak Softworks, Inc\PLC ‘Workshop MET for 58 Browse. .

Chgk Cost...

Imstall PLC YWorkshop MET for 55 for pourself, or for angone who uges this computer;

" Everyone

* Just me

Cancel 4 Hack P Mest:

........................................

Click the Browse button to select another Folder.

To locate a drive with enough disk space, click the Disk Cost button.

To install WorkShop for any user on the computer, select the Everyone option button. To
install WorkShop so it can only be used by the currently logged in user, select the Just
me option button.
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8. To confirm that all the options you have selected are correct, click the Next button. To
make any changes, click the Back button.

& PLC Workshop NET for 55
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Installing the FasTrak-Key

What is the FasTrak-Key?
Connecting the FasTrak-Key

What is the FasTrak-Key?

The WorkShop software is copy protected with a device called the FasTrak-Key included in your
shipment. To use WorkShop online and save PLC programs, connect the FasTrak-Key to a
parallel printer port (LPT1-LPT3) on your computer.

NOTE Installation of the FasTrak-Key must be completed before you can run WorkShop. If a
FasTrak-Key is not detected, you can enter WorkShop Demo mode only.

The FasTrak-Key will not interfere with normal port data transmissions, nor will it prevent you
from creating backup copies of the software.

Connecting the FasTrak-Key

To install the FasTrak-Key, follow the steps below:

1. Determine to which parallel port you want to connect the FasTrak-Key.
2. Disconnect other security devices or cables attached to that port.

3. Connect the FasTrak-Key to the port.

4. Attach other cables to the FasTrak-Key, if necessary. If the device you attach to the FasTrak-
Key is a parallel printer, make sure the printer is turned on before starting WorkShop.

NOTE The FasTrak-Key must be the first device attached to the parallel port. Other devices or
cables can then attach to the FasTrak-Key.

Connect the Communications Cable

The PLC communications cable connects the serial COM port of the personal computer to the
PLC. This enables you to transfer programs and data from the computer's memory (Offline) to the
PLC, and vice versa. This cable has a 25-pin or 9-pin connector (computer end) and a 9-pin
connector (PLC end).

If your computer has a 9-pin COM port, and you have a 25-pin cable, you can use a 9 to 25-pin
converter to connect the communications cable to the processor. If your computer has a 25-pin
COM port, this converter is not necessary.
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Application Setup

Use the Application Setup dialog to set several WorkShop options.

Application Setup a x|
Murnber of backup files zaved: b =

Hurmber of filez in Becent Files list: I 4 3:

Ladder surbal library:

| Browze. . |

[ Check for software updates at startup

[Fequires an Internet connechion]

k. I Cancel

e Number of backup files to be saved - When you save the program you are working on,

WorkShop creates a backup of the previous version under the name x_BAKO001.FSS, where
x is the name of the program. The old x_BAKOO01.FSS will be renamed to x_BAKO002.FSS,
and so on, up to the number of backups specified here.

Number of files in Recent Files list - Set the number of files to appear in the Recent Files
list.

Ladder symbol library - Use the Browse button to select a file containing alternative
symbols to be used in displaying ladder logic. Use the Application Setup dialog to turn this
feature on or off. This feature is not yet available.

Check for software updates at startup - If this box is checked and there is an active
Internet connection when you start WorkShop, WorkShop will check the FasTrak web site
(www.fast-soft.com) for new versions of WorkShop, and inform you if any are available.

To access the Application Setup dialog:

Select the Options/Application Setup menu option.
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Program Setup
Program Setup

The Program Setup dialog allows you to configure many features of the WorkShop display.
The dialog is divided into tabs:

e Logic - Configuration options for the display of logic and data blocks.

e Data - Configuration options for the Data Window. These options do not affect the display of
data within logic or data blocks.

e Documentation - Configuration options for the Documentation Window.

e Update Times - Configure how often data is updated for the Data Window and for Logic
Status.

e Colors - Configure the colors for many parts of the display.

The Save Defaults button allows you to save your usual configuration. Then, if you change some

options for a special situation, you can use the Use Defaults button to restore the defaults you

saved. The defaults apply to the entire dialog, not just the tab being displayed.

To access the Program Setup dialog:

Select the Options/Program Setup menu option.
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Program Setup: Logic
This tab provides configuration options for the logic and data block editors.
There are three sets of options, selected by the Options for: drop-down list:

e General - configure the logic and data block editors in general
e Ladder - configure the ladder options

e Statement List - configure the STL options

General Options

Program Setup - S5demo {Offline) ﬂ

I Datal Dl:u:umentatil:unl pdate Timesl I:Dh:ursl

Optionz for: iGeneraI LI

v Show Grid — Language:

¥ Show Tags @ Ladder
™ Statement List

¥ Show Segment Headers

W
¥ Show Block Headers I B e

[T Assign Tags — Status Area:
[T Assign Addiesses £ AllBlocks
[ Sticky Cursor % Active Block

[ Update Cross Feference Table

Huotkeys: !Winduws default li

Logic Font... | Example

Idze Defaultz | Save az Defaults | aF. I Cancel

Show Grid - See illustration below.

Show Tags - See illustration below.

Show Segment Headers - See illustration below.

Show Block Headers - See illustration below.

Assign Tags - When this box is checked, if the user enters an address in ladder logic, and

that address does not already have a tag, the Assign Tag dialog is displayed for the user to

enter a tag and any other address documentation.

e Assign Addresses - When this box is checked, if the user enters a tag in ladder logic, and
that tag does not already assigned to an address, the Assign Address dialog is displayed for
the user to enter the address.

e Sticky Cursor - When this box is not checked, the instruction-dropping cursors that are

activated by clicking instructions in the Toolbox drop an instruction once and then the cursor

reverts to a normal selection cursor. When this box is checked, the instruction-dropping
cursors are "sticky" - they continue dropping the instruction until another cursor is selected.
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Update Cross Reference Table - If this box is checked, when logic is entered the cross
reference table is immediately updated.

Language Ladder, Statement List - To display logic as ladder when possible (not all logic
can be displayed as ladder) select the Ladder option button. To display logic as STL , select
the Statement List option button.

Status Optimize - Check this box to optimize the Logic Status display.

Status Area: All Blocks, Active Block - To monitor the logic status for the entire program,
select the All Blocks option button. To monitor the logic status for only the active block,
select the Active Block option button.

Logic Font - Select the font used in the logic and data block display.

THIS I3 AN EXAMPLE OF A BLOCKE HEADER. IT IS 3PECIFIC TO EALCH BLOCE AND CAN BE
TP TO 16K CHARACTERS. THE SAME HEALADER IS SEEN EOTH IN THE LADDER
MODE AND THE 3 TATEMENT LIST MODE.

Elock OBl Segment 1 ﬁ I'<,§—I

Thi=z iz the header for =egrment one of OEBL. It can be up 16k characters.
Thiz Segment header window can be turned on or off in the Progratm Setup
accessed through Utilities. L header can be attached ©To each segment.
The header will khe displaved for every sSedment.

Thi= i=s =a

Description.

Thi=s is=s a Svnbols can he
Svrmbhol. up to 30 char
FZ8.0 Fza.1
| | I
1| 1
Elock OBl  Segment 2 ﬁ

Thi=s is the header for segment 2.

TIMEER HORD]

ST T AT
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Ladder options

Program Setup - S5demo (Offline) _
@ Lagic | Datal Dncumentatinnl Update Timesl En:lll:uml

Options for; ILal:h:ler ll
WV Show Addresses Colurnn Width: 2l :I
¥ Show Descriptions Tag Rows: 3=
[™ Show Ladder Simbals Description Rows: 2 -
IV Cursor on Branch Statuz Thickness: 2 :I

Uze Diefaults Save as Defaults | ‘ ]S | Cancel

e Show Addresses - See illustration above.
e Show Descriptions - See illustration above.

e Show Ladder Symbols - Show alternate ladder symbols from the Symbol Library. This
feature is not currently available.
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Cursor on Branch - Branches in ladder logic are shown on the border between cells. When
this box is checked, the cursor can be located on a branch. When it is not, the cursor can
only be located inside a cell.
Column Width - Set the width, in character, of columns in the ladder display. Narrower
columns allow more logic to be displayed without horizontal scrolling, but may result in tags
and descriptions not being displayed completely.
Tag Rows - Set the number of rows to be reserved for tags. If there are not enough rows to
display a tag, part of the tag will be displayed. The space is reserved in every place where
there could be a tag, whether there is a tag or not.
Description Rows - Set the number of rows to be reserved for descriptions. If there are not
enough rows to display a description, part of the description will be displayed. The space is
reserved in every place where there could be a description, whether there is a description or
not.
Status Thickness - Specify the width of the highlight for logic status, in pixels. In the
illustration below, the width is 5. If the width is 1, the highlighted logic is the same width as
the normal logic, but colored red.

I1.1
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Statement List

Program Setup - S5demo (Offline)
@ Lagic | Datal Dncumentatinnl Update Timesl

Options for; IStatement Lizt ll

¥ Show Comments Label Wwidth;
| rstruction Width:
Camment width:

Colors |

ER=

12 =
0 =
2% =

Uze Diefaults Save as Defaults | ‘ ]S | Cancel

Label Width - See illustration below. Enter the width in characters.

Comment Width - See illustration below. Enter the width in characters.
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:JU

:Ju

FE &
FE&

FE 7
FE7T

AEL =< +H1 DATL SEND TO 2E's

ARl =< ;H1 CODE SEND/RECEIVE JOE's SETUFR
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Program Setup: Data

This tab provides configuration options for the Data Window. The options here do not affect the
display of data in the logic and data block displays.

Program Setup - 55demo {Offline) L ﬂ

Dncumentatinnl |lpdate Timesl Colors I

— Calunmn Dizplay
¥ Show Addresses

¥ Show Tags

¥ Show Descriptions
¥ Show Time Stamp
IV Show Status

— Time Stamp Dheplay

Time Format; [ ate Format; Dlizplay Format;

121312, 468

2004-03-19 date time
13-k ar-04 tirme:
barch 19, 2004 date

I1ze Default: 5ave az Defaults I k. I Cancel

e Show Address - Check this box to display the address column.

e Show Tags - Check this box to display the tag column.

e Show Time Stamp - Display the time stamp, indicating when the data shown was read.. This
option is not currently available - the time stamp is mandatory.

e Show Status - Check this box to display the status column, indicating whether the data has
been successfully read.

e Time Format - Select the time format for the Timestamp column.

e Date Format - Select the date format for the Timestamp column.

e Display Format - Select the combination of time and date information to include in the
Timestamp column.

new (Onling) - Daka 1

Address | Tag | Description | 'v'alu54 Timestamp | Status o
b1 Fol [ OND 11:19:48.277 &M Success
2 DBZ:0WW2 Exarpple Ta Example Description 4F42 H 11:19:48.277 aM Success
3 T2 r& 000 OFF 11:19:48.277 aM Success
4 FO.0 OFF D 11:19:48.277 AM Success
2
o hd
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Program Setup: Documentation

This tab provides configuration options for the Documentation Window. The options here do not
affect the display of documentation in the logic and data block displays.

Program Setup - new {Online) ]

— Calurnn Cizplay
¥ Show Tags

[¥ Shaw Descriptions

[ Show Comments

—Sort By
(* Address

(" Tag
(" Description

" Comments

X|

Lze Defaults Save az Defaults

‘ 0k, | Cancel

Column Display
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These check boxed control which columns will be displayed

e Show Tags
e  Show Descriptions
e Show Comments

Sort By

These option buttons control how the documentation list is sorted. In each case, the sort is in
ascending order. It is possible, but likely to be confusing, to sort by a field that is not displayed.

You can also control the sort order by clicking on the column headers. Clicking on the column
headers allows you to sort in ascending or descending order.

e Address - Select this option button to sort by address. This sort is logical, not alphabetic. In
other words, DB1 is followed by DB2, not DB10.

e Tag - Select this option button to sort alphabetically by tag. This is an alphabetic sort, so X1
is followed by X10, not X2.

e Description - Select this option button to sort alphabetically by description.

e Comments - Select this option button to sort alphabetically by description comment.

address « |Tag |Desu:ripticun |Ccurnment -
L
g DB= FWDrMirstrCon  TensionSt Up PEOS2 Shear Up SOL Shear Up
9 Deg FuwdPBOS1PO  PBOSZ Shear Cut PRBOSZ2 ScrCh

10 D10 FuwdPBOSZPOE Front Jog PROS4 System Alr
11 De11 FuwdPBOSE Pressure Prfs

12 OB1z FwdPBOST Cverarm

13 D13 FwdPBOS7Con Up

14 DB14 FuwdPBOS7Line PBOSZ Recoil Cverarm Up PBOS3 Exit Coil Ca Ll
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Program Setup: Update Times

This tab controls how often data will be read for display purposes.

Program Setup - 944FILE {Offline) i X|

—Online Data Yiew Update

[~ Real Time I 10 ::Ilmﬁec j

—Online Logic Status Update

© Reallie | 10 = |meec 7]

Lze Defaults Save az Defaults | ‘ ] 8 | Carcel

Real Time means that the data will be read as fast as possible. The number and unit fields set
the highest update speed - actual update speeds may be lower due to system limitations.
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Program Setup: Colors

This tab controls the colors of various display items.

Program Setup - 944FILE {Offline) _ X|

Double-check an item to choose a new calar,

. Ladder D o Curgar
|| Ladder Grid B 5L Jump Label
D |adder Background I 5TL Comment
D Edited Ladder Background

. Address Text

. Tag Text

. Dezcnption Test

. Rung Header Text

. File Header Text

. Status

. Statuz Optimize

. Parameter Cursor

Change Calar... |

Lze Defaults | Save az Defaults | ‘ ] 8 | Carcel
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To change the color of an item, either double-click the color box for that item, or select the item
and click the Change Color button. Either way, WorkShop displays a standard color selection
dialog.

Color }ﬂﬂ
Basic calors:

I El mEE
W =
Al B Bl )
HT NN N
EEEEEENEN
EEEEN .

Custorn caolors;

| 8 N W N § 0N 7
: Hug:lw Eed:l[l_
I_ I_ I_ I_ I_ I_ I_ I_ - ﬁat:lm Green: | 255

| [etine Eustamn CSalors == I Lolorlolid Lum: Iﬁ Blue: IEI—
k. | Cancel | Help | &dd to Custam Colars. |
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Security

Security Type Selection

Use the Security Type Selection dialog to select and configure a security system to protect your
system from unauthorized use of WorkShop functions.
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security Type Selection )

¥ Enable Pazsword Secunity

{* FasTrak Authentication

v thiz gecurity mode, ‘WaorkShop tzelf controls the access to ke password
protected areas and features.

FasTrak Authertication manages the secunty of this computer only.

(" NT Authentication

|1 thiz secunty mode, access to the protected areas of WorkShop iz
confrolled by the FasTrak Secunty Server which may be installed on
another complter,

Thiz allows the securty of multiple computers to be managed from a
zingle location,

Select the Machine Mame of the computer an which
the Security Server iz installed

 [acal

{* Femote

Iaching Mame; Bromze |

Configure...

0. Cancel Help

e Enable Password Security - Check this box to enable a security system.

e FasTrak Authentication - Check this option button to use the FasTrak authentication
system.

e NT Authentication - Check this option button to use the NT Authentication system.

e Configure - Click this button to configure the selected security system
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To access the Security Type Selection dialog:

Select the Options/Security/Administrator Options/Select menu item.
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FasTrak Authentication Security Configuration

The Authentication Security Dialog is accessible from the Security Type Selection screen (please
see that section of the manual). The dialog is seen below.

FasTrak Authentication Security Configuration

v Enable Security &udit

Audit Setup... |
Fiequest user pazsword

% At each security contral paint
" Once at startup

[ Require passwords change ever_leEl days

minz

[T Inactive passwords time-out after |20

— zer Securnity Settingz

X

Iser Mamme; Iu:hriss
Enter password | V¥ Fietain evisting
pazzwornd
ety paseward: | v SecUitl
S drmiristratiar

— Offhne Privileges

_ — Online Privileges
ek F Edt P Edi
paul ¥ Save ¥ Save
tamnar ¥ Farce (/0 ¥ Eoce /0
¥ Edi[ocumentation ¥ Edit Documentation
¥ Trateter o FLE
¥ FLC Dperations
— General Privileges
¥ ELC Configuration / Fragram Setup
¥ Eqt ok Shop
Add User Edit Uszer | Dielete Ulzer |
_ Save Settings I
Help | Exit |
Figure 14.2

In addition to controlling user access, this security mode also can record each attempt made by a
user to the parts displayed above. To enable this, click on the "Enable Security Log" check box.

Note: If, when exiting this dialog with the check box checked but having not setup the

security log, PLC WorkShop will warn the user that no log file had been configured and the

check box selection will not be retaine

d.

To learn more about setting up the FasTrak Authentication Log, please refer to this chapter or

click here.
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NT Authentication Security Server
FasTrak NT Authentication Server- An Overview

The FasTrak NT Authentication Security uses Windows NT security. NT Security is a feature that
is part of the Windows NT Operating System and is also found in Windows 2000 and XP. The
server must therefore be installed on a machine running Microsoft Windows NT (3.1 or later),
Windows 2000, or Windows XP. The following hardware requirements are recommended.

e A personal computer with an Intel Pentium 100 processor or higher.
e 32 MB or more of RAM.
®  An 800 X 600 VGA monitor with at least 256 colors.

e 100 MB free disk space on your hard drive.

Both the FasTrak Security Server (FTSecSvr.exe) and the FasTrak Security Configurator
(FTSecCfg.exe) must be installed and configured prior to activating and utilizing these features.

The Security Server Application (FTSecSvr.EXE) handles all client requests to access secured
FasTrak features. The server grants or denies access to a feature request depending on the
configuration provided by FTSecCfg. When security is enabled for FasTrak applications, all
secure features are unaccessible unless security is configured via FTSecCfg and the security
server is running. All NT auditing including security and application audits are handled by the
server. Security audits are configured in FTSecCfg and application audits are configured in the
FasTrak applications that support security.

The following breakdown of steps will aid the user as they go through the installation,
configuration, and use of these parts as found in this help manual. They are:

1. Installation- The procedure for installing both the Security Server and Configurator on
local and remote machines (the Sever must be installed regardless of operating system
and whether it is ran locally or remotely)

2. WorkGroups and Domains- Details to how both relate to NT Security

3. Configuring Users and Groups- Procedures for adding and setting up groups for the
variety of supported Operating Systems

4. Configuring User's Rights and Audit Policy- Instructions for configuring specific user
rights and audit policy on the machine to which the server will be running from

5. DCOM (Distributed Component Object Module) Configuration- Instructions for configuring
DCOM on the available variety of Operating Systems and how to setup the Security
Administrator

6. Security Configuration- Specific instructions for how to setup, configure and launch the
Security Configurator. Also, instructions for configuring the users, groups and auditing
features as well as the Event Viewer, used to view generated logs.
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Installing the Security Server

If the FasTrak client applications are installed on a machine other than the one FTSecSvr is
running on (remote security), users may want to install FTSecCfg on the client machine(s) as well
as the server machine so that the server can be configured locally or from the client machine.

FasTrak security must be installed on a machine running Windows NT (3.1 or later), 2000 or XP.
Two applications get installed to a user-selected directory on the local machine. These files are
FTSecCfg.exe and FTSecSvr.exe. If running Windows XP, FTSecSvr.exe can only be installed
on the Professional version, not on the Home version. Regardless of what Operating System the
user has, they still must install the server (FTSecSvr.exe) locally on the client machine as well as
on the remote machine. This is true even if the client machine is a non-NT type machine. By
default, all "checkable" items get installed including FTSecSvr.exe (under NT Security\Server)
and FTSecCfg.exe (under NT Security\Configurator). If installing to Win9x or Me, NT
Security\Configurator is not listed and therefore FTSecCfg.exe does not get installed.

Installing to a Local Machine

If the user wishes to install the Security Server locally, this may be achieved by installing from off
of CD or from a self-extracting executable file available from FasTrak's web site (http://www.fast-
soft.com).

A CD installation requires only that all items for security be checked during the InstallShield
process. If a client software application has been previously installed, and it supports NT
Security, then re-inserting the installation CD or running the self-extracting executable and un-
checking the client during the InstallShield process is all that is required.

Installing to a Remote Machine

Installation begins with the installation of the client (ie. PLC WorkShop) to a local, or client,
machine. In this case, installing the Security Configurator is an option.

After this installation is complete, the user must install to the machine which will act as the remote
server. Installation is identical to the above with the exception that the client need not be installed
and therefore may be unchecked from InstallShield. It is recommended that both the Security
Server (FTSecSrv) and Configurator (FTSecCfg) be installed.

If a client software application is already installed to the machine which the user wishes to run as
the remote security server, installation of security is identical to installing to a local machine, in
the above section.

Installation Dialogs

The following two dialogs are examples of what a user should expect to see during installation.
Below is the dialog whereby the user selects to install the client application, security, or both.
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PLC WorkShop-32 Setup i x|
Select Components ‘

_ ~
Chooze the companentz Setup will install I - -

Select the components you want toinstall, clear the components vou da not want ta install

v PLC “Work shop-32 15128 K — Description
MT Securty a5 FazTrak MT &uthentication
" Security.
Space Reguired on C: 0k
Space Available on C: 13984 K
[ ratallS el
< Back MNewt > | Cancel |
Figure 1.1a

To add or remove which component of security the user wishes, click on the "Change..." button

from the dialog above while selecting "NT Security". The next dialog will then open.

Select Sub-components . il

Select the components you want baingtall, clear the components
wou do ot want ta install,

Sub-components

u: Configurator
w| Help Files ZB0 K
b anual 497 K

Drescription
FTSecSvrexe The secunty server executable.

Space Required on C; 0k
Space Available on C: 14048
Figure 1.1b
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These are the only two dialogs that will be needed during the installation process.
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Workgroups and Domains
Workgroups

NT security works slightly different in workgroups than in domains. This difference is only a factor
when using the security server remotely. When a computer is part of a Workgroup and a user
enters their user name and password to log onto the operating system, the user name they
logged in as, the rights they have, and groups they belong to are known only to the local
computer.

When a local computer (running a client application such as PLCWorkMod) connects to a remote
computer running the security server, it tries to log on to the remote computer with the same user
name and password. If the exact user name and password cannot be found on the remote
computer, the client (local computer) gets logged onto the remote computer as "Guest". For this
reason, a guest user normally has minimal rights. This account is disabled by default. If a guest
account is enabled, anyone can log on to the computer because a password is not required for
this account. In general, when using workgroups, all users that need to get security clearance
from FasTrak's security server must exist on the server machine. The rights a user has on the
local machine may differ than the rights they have on a remote machine. Similarly, the groups a
user belongs to on the local machine may differ than the groups they belong to on a remote
machine.

Domains

When a computer is part of a Domain and a user logs onto any computer that's a member of the
domain, the user name and password they supply is stored on the domain controller vs. the local
machine. There is no "re-logging" when connecting to a remote machine on a domain. The rights
a user has and the groups they belong to are the same amongst all the machines on the domain.
This eliminates the need to declare users twice. Once on the local machine and once on the
remote machine. When setting up a server on a domain, its important to choose the domain
controller machine because this machine holds all the domain users and groups.
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Adding Users and Groups to the Operating System

Configuring users and groups differ depending on the operating system your on. Because NT
Security is based on Users and Groups, the following must be done.

Adding Users for Windows 95, 98, and ME

In Windows 9x and Me, users may logon to the system to get their unique user profile, but they
do not have any rights since the OS is unprotected and they do not belong to any groups. A user
can be created simply by entering a unique user name and password when logging on to the OS.
A user may skip the login procedure altogether, in which case they become the "Guest" user.

Adding Users for Windows NT

In Windows NT users and groups can be created by entering Administrative Tools from Control
Panel and selecting User Manager. This is shown in the figure below.

il
J Ackion  Yiew |J " "‘|||@

Tree I Name I
g Compuker Management {Localy (Cusers
EI@ System Tools [Groups

- {£] Evertt Viewer
- System Information
Elﬁ Performance Logs and Alerts

H@ Storage
.. Disk Management

----- @ Disk. Defragmenter

----- 1= Logical Drives

H@ Remaowvable Storage
Eﬂ--@ Services and Applications

Figure 1.1c

Adding Users for Windows 2000 and XP

In Windows 2000 and XP users and groups can be created by entering Administrative Tools from
Control Panel and selecting Computer Management. Within the Computer Management
application, users and groups can be created by right clicking on the corresponding folders under
the "Local Users and Groups" tree item. This is shown in the figure below.
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& Computer Management

File  Action  Miew Window Help

E Console Root\Computer Management {Local)\System Tools\Local Users and Groupsh... |L”E”'§|

. ystem Tools # | | Mame Full Marnz Drescription Sl
! @ Event Viewer g_vmware_u... _ yIWare_user YMware Lser -
Shared Folders @.ﬁ.dministramr Euilt-in account For administering 1—
Laicsl Llsrs and (8 Qchris Shaefer  Chris Schaefer
i a QGuest Builk-in accounk For guest access t
2 I:l Groups ) ) ¥
EN . | QHelp.ﬁ.smstant Remote Desktop Help Assi...  Account For Providing Remote As: %
| pd < [ | b d

‘& Computer Management (Local)\System Tools\Local Users and Groups\

Compuker Management {Local) | | Mame Description

ﬁn System Tools | .ﬁ.dministratu:urs Adminiskratars have complete and u. ..

rtlﬁ Event Viewer — Backup Operators Backup Operators can override secu.. .
;'% shiated Tolders Guests Guests have the same access as me... i |

= : Local Users and Groups gr\letwurk Configuration ...  Members in this group can have som...

g JU_sers_ % b @F‘Dwer sers Power Users possess most administr, .,
Il | 2 gRemute Deskkop Users Members in this group are granted £ .. by

Figure 1.1d

Adding Users and Groups on a Domain Controller

If on a domain controller, select "Active Directory Users and Computers"” from the Administrative
Tools menu. From the tree control, right click on the "Users" folder to add users and/or groups.
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Configuring User Rights and Audit Policy

Correctly configuring specific user rights and audit policy on the server machine is essential for
proper security and for the server to operate correctly. The following user rights need to be
configured:

Access this computer from the network - Enter all users/groups that will need to access
this computer from the network. These users will represent the server's clients that need
to request security clearance.

e Deny access to this computer from the network - Make sure that any user/groups that
are listed in the above right are not listed here.

e Generate security audits - A user with administrative rights should be added here. This
should be the same user that the server is launched under. See DCOM in the Centralized
Security Server- Server Configuration of this manual. This right should be configured
even if security audits are not used. This Administrator will be referenced later in this
manual, in the section dealing with DCOM.

e Manage auditing and security log - A user with administrative rights should be added
here. This should be the same user that the server is launched under. See DCOM in the
Centralized Security Server- Server Configuration portion of this manual. This right
should be configured even if the logs are not used. Note: this is the same Administrator
as mentioned in the above point.

Configuration location differs depending on the operating system your on. In Windows NT enter
the User Manager and choose User Rights from the Policies menu. If interested in generating
security audits, select the Audit option from the Policies drop-down menu in the User Manager.
From this dialog, check the Success and Failure buttons next to "File and Object Access".

In Windows 2000 and XP, users rights can be modified under Administrative Tools under Local
Security Policy. While on a domain controller, users rights may be modified under Administrative
Tools which is under Domain Controller Security Policy. From either application, right click on the
User Rights Assignment to list all user rights.

To enable security audits, click on Audit Policy from within Local Security Policy under Local
Policies. Double click on the Audit Object Access policy and check both Success and Failure
boxes. The computer's operating system must have the latest service pack installed as this fixes
auditing problems with earlier releases.

The following table may assist a user in determining what rights must be given to a user on the
machines involved in FasTrak's NT Authentication Security.

Remote Server Machine Local Server Machine Client Machine
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Access this computer from Generate Security Audits N/A
the network

Generate Security Audits Manage auditing and
security log

Manage auditing and
security log

Note: It is mandatory that you reboot the machine for the new user rights to take effect.
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Configuring DCOM for NT Authentication Security

The machine that the user wishes to run FTSecSvr (FasTrak Security Server) on must be
configured for proper server/client communication. Below are the needed steps for configuring
the server.

Configuring DCOM on Windows 9x, 2000, and NT

DCOM enables FasTrak clients, such as PLC WorkShop to communicate with remote security
servers. The dialog window, shown below, is launched by running dcomcnfg.exe from a DOS
prompt or by clicking on the Windows Start button followed by clicking Run. Changes made in
DCOM are applied immediately and there is no need to reboot the PC.

Distributed COM Configuration Properties ed It

Applicationz | Default Froperties | Default Security | Defaul F'rn:ntn:n::n:nlsl

Applications:

Defrag HTFS engine ﬂ
DemoServer

Cirekit 1.0 Object DriverServer

Dirwkit 1.0 Object DriverServer [1]

Dkt 1.0 Object DriverServer [2]

Ewvent Object Change

FL3Z2Mod

FTD ataksin

FTSecSyr

HTHL Application

Image [ ocument

Internet Explorerlyer 1.0]

logagent

Logical Digk Manager Adminiztrative Service

Logical Digk Manager Remote Client

tedia Player

Microzoft Agent Server 2.0

Microzoft WBERM Active Scripting Event Conzumer Provider

Microsoft "“WEBEM Server _"_'i

Froperties. .. |

(] I Cancel Lpply

Figure 1.1e
Instructions for Configuration

1. Inthe Applications list box, scroll down and select FTSecSvr. If this item is missing, it
was not properly installed; refer to earlier sections in this manual.

2. Select the Properties button. (See Figure 1.1e)

3. The Properties dialog window opens. Click the Security tab. (Figure 1.1f)
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4. Under Security, choose the Administrator (from section"Configuring User Rights and
Audit Policy) who will have access permission. The following affects both the areas of
Access and Launch. For Custom security for Launch and Access Permissions, follow
these steps.

a. While in the Properties dialog, with the Security tab being active, click on Edit.
b. Click Add and choose the Administrator.
5. Choose the Identity tab and click the "this user" radio button. (See Figure 1.1k below)
6. Browse and select the Administrator. Click OK to return to the main dialog.

7. Finally, click the Default Properties tab and choose "connect" for Default Authentication
and "impersonate" for Default Impersonation. (See Figure 1.1l below)

8. If the server is on a remote machine, then for the client, step 7 from above needs only be
repeated.

Configuring DCOM for Windows XP

Configuring DCOM under Windows XP begins with launching the application, dcomcnfg.exe,
from a DOS prompt or the Run dialog, just as in the previous instructions. The following dialog
launches.

omponent Services

@ File  Action ‘iew Window Help

B

Cu:unsn.le Riook

[+ @ Component Services Mame
[+-{&q] Event Yiewer {Local)
Hey Services (Local)

@Cumpnnent Services
Event Wiewer (Local)
%Services fLocal)

Figure 1.1f

Using the tree structure in the left-most pane, expand the selection of Component services to
Computer and then to My Computer, as shown in the dialog window below.
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Component Services X |
@ File  Action  Yiew  window  Help _]E’ J

[ Console Root Component Services 1 object(s)

= @ Companent Services
=[] Computers C’
= @ My Computer
+-/23 ComM+ applications
-2 DCOoM Config
[+-/27] Distributed Transaction C
[+ I:l Running Processes

[+ Event Yiewer (Local)
[+ Services (Local)

Computers

Figure 1.1g

Right-click on My Computer and Select "Properties.” In the Default Properties tab, select the
default authentication and impersonation levels. This dialog resembles the dcomcnfg interface of
Windows NT and 2000, from earlier above.

To set the security and identity properties for FTSecSvr, select DCOM Config under My
Computer in the above dialog. The available registered COM applications will be displayed.
Scroll and select FTSecSvr.

Open its properties by right-clicking on it. The dialog is shown below.
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I+ Component Services

@ File  Action Miew Mindow  Help
co BE A ED 8

—-{_3 DCOM Config -
[+ cOSSeryer

EEX

DCOM Corfig 106 objectis)

Marne | Application I P

R
G i;f;'sre Class - @ ETDaaWN {OBAFETE4-23F7-1103-8
5a} rearm Descriplion |
= FTL ED7E6434-2326-11D3-6
[+ puthorable Button FT atad 1 e , o
- fkomatic Updates el
+ @ Background Tntaligent e {FCFDOEN]-3F9E-1103-9
o b ko Drivers @HTML Application {3050F4d5-9865-11CF-BE
- @ BugHunker @ Instalishield Insta, .. {E4A51076-BCD3-1104-
- @ COM+ Event System & Installshield Insta... {99BDEZBE-D7IE-1104-4
4 @3 ComEvents.ComService & Internet Explorer... {00020F01-0000-0000-C
@ ComEverts.ComSyster o | @logagent {FE08DF63-6043-11016. o,
5 | * < | *
Figure 1.1h

The dialog that opens is identical to the one earlier in this chapter.
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Distributed COM Configuration Properties ed |

Applicationz | Default Froperties | Default Security | Defaul F'rn:ntn:n::n:nlsl

Applications:

CuztReg Clazs -
Defrag FAT engine J
Defrag HTFS engine

DemoServer

Dkt 1.0 Object DriverServer

Cirekit 1.0 Object DriverServer [1]

Dkt 1.0 Object DriverServer [2]

Event Object Change

FL32Moad

|FTD atahwin

HTHML Application

Irmage Document

Internet Explorerer 1.0]

Java Clazs: com.mz.vid.gnid. Grid

logagent

Logical Digk. Manager Adminiztrative Service

Logical Dizk Manager Remaote Client

tachine Debug Manager ;I

Properties... |

(] I Cancel Lpply

Figure 1.1i
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FTSecsyr Properties ' 2x

Generall Location  Security I Identit_l,ll Endpn:nintsl

T |Jze default acces: pemissions

— 1% |se custom acocess permissions

Yau may edit who can access thiz applicatian.

Edit..
" |z default launch permissions
— % Use custom launch permissions
Yau may edit who can launch thiz application.
Edit...

' |lse default configuration permissions

— 1" Usze custom configuration permiszions

Y'ou may edit who can change the configuratian information for Hhis
application,

Edit. |

(] I Cancel | Apply |

Figure 1.1j
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FTSecSyr Properties

Generall Ln:n::atin:nnl Security | dentity | Endpn:nintsl

Which user accaunt do you want to uze ta run this application’?

™ The interactive uzer

£~ The launching uzer

& This uger:

Ilzer;

Paszwiord:

Confirm Password:

MULTI-05%Administratar

HHHHRK

) The System Account [zemices anly)

2%

Browze. . |

k. I Cancel

Apply

Figure 1.1k
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Distributed COM Configuration Properties ed |
Applications  Default Properties | Default Security | Defaul F'rn:ntn:n::n:nlsl

¥ Enable Distributed COM on thiz computer

[~ Enable COM Internet Services on this computer

— Default Distributed COM communication properties

The Authentication Level specifies secunty at the packet level.

Drefault Authentication Lewvel:

I Connect j

The Imperzonation Level specifies whether applications can
determing who iz calling them, and whether the application can do
operations uzing the client's identity.

Default Imperzonation Level:

[~ Provide additional security far reference tracking

(] I Cancel Apply

Figure 1.1l
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Security Configurator

Security Configurator

The Security Configuration Application (FTSecCfg.EXE) allows users with administrator rights to
configure their centralized server based security. This .EXE will reside on the same machine and
directory as the server. Users will also be able to install FTSecCfg on client machines running
Windows NT (3.1 or later)/2000/XP so that they can configure their security server remotely. The
following features are supported.

a. Ability to configure which users and or groups have access to various FasTrak features.
This includes users and groups from the machine running the server. Separate secure
features will exist for individual FasTrak applications including programming packages as
well as Controlshop applications.

b. Security Auditing can be configured for each specific feature on an individual or group
basis. Audit information will be logged to the "Event Viewer" in the "Security Log" section.

c. Alink to the Event Viewer will be provided allowing quick access to the Security Log. The
event viewer can also be accessed under "Administrative Tools" in Control Panel.

Launching the Security Configurator

The Configuration Application may be launched from either the Start menu in Windows or from
within the FasTrak client should it be installed.

BCcessaries
2enion 5.50

v v EBRa T T

B - BRI

=
[
I
e
=

FasTrak SoftWorks Controlshop
505 SoftShop PLZ Waorkshop-32 For Modicon
Snaglk & 505 workshop

bt
W

FTLagger
FTTrend

FTTrend Manual

ar

2 [ FToeccra

L4

Figure 1.2a

The Security Configurator application will launch and (if the user is not in the client), at the same
time, the Security Server Location dialog may open. Both are shown below.
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When launched from the Start menu, the Security Server Location dialog will prompt the user to

select the machine that the server will run on.

Security Seger Location 5[

Select the machine running FazTrak,
securty server.

El@ Entire Metwark,
El_j.r‘l Microzaft \Windows Metwark
= ENGIMEERING

I=

Figure 1.2b

rrsertry ~lolx

File Edit ‘iew Help

I

=& Cfg
----- PLC Workshop-32 For Modicon L ol add... I
M ame

Bemove |
Help |

Audit Audit

Permizsions: Allow  Deny Success  Failure

Ready Security Location: Local IR v
Figure 1.2c
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Configuring Users, Groups, and Security Audit

After having configured security and chosen a server location, individuals Users, Groups of
Users, and permissions may be set from within the FTSecCfg utility. The dialog below will be
referenced in this manual with regards to these features.

-lalx

File Edit ‘iew Help
I TIEELREE
El-8 FTsecCfg

-- PLC Workshop-32 For Modicon

Userz and Groups:

Add... I
Mame | Machine |
Bemove |

€ Administrators BUILTIN

ﬁSYSTEM NT AUTHORITY Help |

Audit Audit
Permizsions: Category Allow  Deny Success  Failure
E dit Orilire v [l [ [
S awe Oniline [w 1 [l ]
Transfer to FLC Online [ O O O
Force 1/0 Online [ O O O
FLC Operations Online [ O O O
E dit D'ocumentation Onling ™ O O O
E dit Offlire: v O O O
Save Dffline 3 O O O =l

Ready |Security Location: Local l_ ’W v

Figure 1.2d

The selected server machine appears in the status bar in the lower right portion of the application
window.

In the tree control on the left-most pane, pick "PLC Workshop-32 for Modicon". In the "Users and
Groups" list box, two names (System and either the administrators group or the current user) will
exist by default with access to all features.

Adding and Removing Users and Groups
To Add or Remove individual Users or Groups, use the buttons on the far right of this dialog.

Add additional users and/or groups by selecting the "Add..." button. Remove users or groups by
highlighting the name and selecting the "Remove" button.

Users and groups that are not displayed in the list box are automatically denied access to all
features.
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The list box is sorted with groups listed first followed by users. A group is identified with the two
person icon to the left while the user is identified with the one person icon. A combination of
around 16 users and groups can be configured for an application.

Setting Permissions

The lower list box in the right pane reflects the access rights and audits for individual permissions
based on the highlighted name in the "Users and Groups" list box. When the "Allow" box is
checked the user or group will be given access by the server when requested from the client
(PLCWorkMod for example). When the "Deny" box is checked the user or group will be denied
access by the server when requested from the client.

In cases where a user has conflicting rights on a permission, the denied permission will always
take precedence and the user will not be able to access the feature. one such example would be
a user is allowed access to a specific permission but a group they belong to is denied access to
the same permission. If neither box is checked, the user will not be granted access to the feature
unless one of the groups they belong to has access to the feature

Security Audits

Security audits for individual features can be performed on user and groups by selecting the
"Audit Success" and/or "Audit Failure" boxes. These audits will appear in the security log on the
server machine and can be accessed using Microsoft's Event Viewer. See the topic entitled
"Event Viewer" or click here for more details on the Event Viewer. A "Success" audit will appear
in the security log when a user is given access to a secure feature and the "Audit Success" box is
checked for that feature. A "Failure" audit will appear in the security log when a user is denied
access to a secure feature and the "Audit Failure" box is checked for that feature.

All security changes in FTSecCfg are accumulated and do not get committed to the server until
confirmation upon exit of FTSecCfg.
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Event Viewer

The Event viewer is a Windows application for displaying application, security, and system logs.
FasTrak uses and writes to this log to hold audits. It is launched from within the Security
Configurator. To launch the Event Viewer, click on View, Event Viewer as shown in the figure
below. The Event Viewer is also accessible from the Administrative Tools of Window's Control
Panel.

owETSecChg
File  Edit | Wiew Help

[ g | v Toolbar
v Skakus Bar

Figure 1.2e

The following window opens. Double-clicking an entry in the right-most pane above will display
more information for the item.

[ — o
J fction Wiew |J<}=' -P|||@

Tree I Application Log 92 event(s)
ﬂ Ewvent Yiewer (Local) Tvpe I Date I Timne I S0Urce =
) H———— B Information  1/2{2003 9:41:42 AW ZenSysSre
i| Security Log (@ Information  12/30/2002 110045 ...  ZenSysSrv
243 System Log (EInformation  12/30/2002  10:44:34 ... ZenSysSry

@Infnrmatinn 12)30/2002 5:11:37 AWM ZenSwsSry
@Infnrmatiun 1z2j27iz002 2042 PM Msilnskaller
@Infnrmatinn 122712002 L4300 PM  Zendysary
@Infnrmatinn 122712002 1111326 .., Zenaysary

@ Informakion  12/27)2002 103851 ... Zenaysary T
4 | '
I |

Figure 1.2f

From this application, the user may view the Security log. If running the Security Configurator
from a different machine than the security server (FTSecSvr), then the security server's machine
name must be specified in the event viewer to view the security log entries referring to FasTrak
security. This can be accomplished by highlighting the "Event Viewer" in the tree control and then
picking the "Action" menu. This is in the figure below.
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H Event ¥iewer

J Action  Wiew |J ] -b| ||@

=]l

Caonneck ko another computer, .. k Event Yiewer (Local)
Cpen Log File
E Mame
. Export List... 4] application Lag

E Securiby Log
E Swskem Log

Help

— I

Figure 1.2g

Selecting "Connect to another computer..." launches the following window.

Select Computer i

Select the computer you want thiz Snap-in ko manage.

— Thiz gnap-in will always manage:

T Local computer: [the computer this conzale is running onl

' Another computer: || Browse... |

o« |

Cancel

Figure 1.2h

Use the Browse button for searching for and selecting another computer. Once chosen, click OK

to accept the selection.
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Audit
Activity Audit Setup

The Activity Audit feature records events and user actions for future review. The records are
stored in a database or in the Windows NT/2000/XP Application Log through the Security Server.

See also: Security Audit, which records access to password-protected areas of WorkShop.
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To bring up the Activity Audit Setup dialog, select the Options/Activity Audit Setup menu
option.
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Activity Audit Setup N

[V Enable Activity Audt

{* ‘wirite bo a database file

These audit records are written bo a database file which can be read with
many popular viewers. Select the file bpe and specify ity properties below,

% Microzoft Access

File W ame: |E:H...kﬂ«ctivit}n&udit.mdl:u Brawse... |

Mew files created as: |Min::r|:|snft Aooess 2000 j

" Other Database

Connection
Selent. | Shing:

(" wirite activity through the Security Server

These audit records are witten to the Windows WNT A20007/%F Spplication
Log of the computer on which the FazTrak Securty Server iz installed.

Thiz Applcation Log can be read with the Windows Event Yiewer,

Select the M achine Mame' of the computer an which the Securty Senver
i3 histalled.

(" Lo

(¥ Femote

taching Marme: Hrotwae,.. |

]S Cancel Help
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Enable Activity Audit - check this box to activate the activity audit feature.

Write to a database file - select this option to store activity information in a database. The
other option is to store the information in the Windows Application Log using the Write
activity through the Security Server option.

Microsoft Access - Select this option to use a Microsoft Access database. The other
option is to use Other Database as described below.

File Name - Select the Access database by typing the path or by using the Browse button.
To create a new database, enter a filename that does not currently exist.

New files created as: - Select the format for the new Microsoft Access database created if
the File Name selected above does not already exist.

Other Database - Select this option to use another type of database. Click Select to bring up
the Data Link Properties dialog. The other option is to Write to a database file, as
described above.

Write activity through the Security Server - Select this option to store the activity
information in the Windows NT/2000/XP Application Log through the Security Server. The
other option is to store the information in a database using the Write to a database file
option as described above.

Local - Select this option to store information in the Application Log on this computer. This
option is only available under Windows NT, Windows 2000, or Windows XP.

Remote - Select this option to store information in the Application Log of a Security Server on
your network.

Machine Name - Select the remote computer that hosts the Security Server. This computer
must be running the FasTrak Security Server software under Windows NT, Windows 2000,
or Windows XP.
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Sec

The
are

urity Audit Log Setup

security audit feature records access to password-protected parts of WorkShop. The records
stored in a database or in the Windows NT/2000/XP Application Log through the Security

Server. The security audit feature is available only when using FasTrak security. When using NT
Authentication, access is recorded by the Security Server.

Security Audit Log Setup _ X|

The FasTrak Authentication Secunty Audt containg records that document
each time users access password-protected portions of “WarkShap,

Thiz Secunty dudt iz a database file whoze records can be read with mary
pOpLlAT YIEWErs.

Select the file type and specify its properties below,

% Microsft docess

File M ame: Browse. . |

Mew files created as; Microsoft Access 2000 j

(" DOther Database

Belack LCannectian
- Stifg:

Lancel Help
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Microsoft Access - Select this option button to store the security audit information in a
Microsoft Access database

File Name - Select the Access database by typing the path or by using the Browse button.
To create a new database, enter a filename that does not currently exist.

New files created as: - Select the format for the new Microsoft Access database created if
the file selected above does not already exist.

Other Database - Select this option to use another type of database. Click Select to bring up
the Data Link Properties dialog.
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To bring up the Security Audit Setup dialog:

1. Open the Security Type Selection dialog by selecting the Security/Administrator
Options/Select menu item.

Security Type Selection l £|

IV Enable Passward Security

¥ FasTrak Suthentication

I thiz securnity mode, *WaorkShop itzelf controlz the access to its pazsword
protected areaz and features.

FazTrak Authentication manages the security of this computer anly.

£ NT Authentication

| thiz zecurity mode, access o the protected areas of ‘WorkShop is
controlled by the FasTrak Securty Server which may be installed on
another compLiter,

Thiz allows the security of multiple computers to be managed from a
zingle location,

Select the Machine Mame of the computer an which
the Security Server iz inztalled.

 Local

% Hemote

tachine Hame: I Browze |

h

[F. | Carcel | Help

2. Check the Enable Password Security box.

3. Select the FasTrak Authentication option button.
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4. Click the Configure button to bring up the FasTrak Authentication Security Configuration

dialog..

FasTrak Authentication Security Configuration

Sudit F_etup... |

¥ Enable Security Audit

Request uzer paszword

e At sach secuiity control point

" Once at startup

" Require passwards change ever [ = daps

[ Inactive passwords ime-out after IU 3: mips

Llzer List

Add Uszer Edit Llzer | Delete Llzer |

Help | Cloge |

—zer Secunty Settings

zermame: Iadmin
; Ix— v Fetain existing
Enter Pazswiord; e
i : Ixx SEcLity
Confirm Pazsword: 73 SRl

— Offline Frivieges

¥ Edi

¥ Save

¥ Edit Dacumertation

— Onling Privileges

¥ Edit

¥ Save

¥ Edit Docurmentation
¥ Transferto PLE

[\ | ELE Operations

—General Frivileges
¥ Frogram Setup

¥ Entwarkstop

Save Settings |

5. Check the Enable Security Audit box.

6. Click the Audit Setup button.
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Programming the PLC

Editing Commands

PLC WorkShop provides a number of time saving editing commands to help you with your
programming tasks. Use these commands to quickly copy logic and documentation to either
another location in the same program or another program.

Removes the selected logic or data from the program and places it on the
Cut clipboard.

Copy Places a copy of the selected logic or data on the clipboard.

Paste Inserts the clipboard contents — not including documentation - into the
program at the cursor location.

Paste Special  Inserts the clipboard contents, with the option of including documentation,
into the program at the cursor location.

Paste with Inserts clipboard contents into the program at the cursor location and allows
Rewire the user to re-address any addressable items contained in the clipboard.
Insert Inserts space for new logic or data above or to the left of the insertion point,

moving the existing logic or data as needed.

Clear Removes selected content without moving the surrounding content, leaving
a blank area.
Delete Removes both the content and the space it occupied, and moves other

content as needed.
Selecting by Segment or by Parts

Program logic or data may be selected (for copying, cutting, deleting, or clearing) either by whole
segments or by individual parts. In order to Paste with Rewire, the contents of the clipboard
must have been selected by segment.

NOTE: Selecting by parts is not the same as selecting by segments, even if you have selected all
the parts of a segment.

By Segment
To select by segment, click the segment header, as shown.

Block 0OB1 Segment E—

{& -

When the selection is by segments and you cut or copy, PLC WorkShop displays a dialog to give
you easier control over the selection:

149




PLC WorkShop for Siemens S5 - Performance Series

[ Irchece Addiess Documentation
-

This makes selecting large areas much easier — simply select any segment in the block, and use
the dialog to specify the range.

By Parts
To select by parts, click and drag directly on the desired parts.

If you drag the mouse from one segment to another, the selection changes from by parts to by
segment.
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Toolbox

The toolbox provides a convenient way to select ladder elements to place in logic. Clicking on an
instruction turns the mouse cursor into an instruction-dropping cursor. When you click an
instruction-dropping cursor on the ladder logic editor, that instruction is dropped into the ladder
logic.

Toolbox

3
E

— Shart

4+ Open Contact
4+ Cloged Contact |
—1L Branch Up

—T EBranch Down

{} Coi
{L} Latch Coil
{u} Unlatch Coil

Timerz/Counters | -

Compare
EL
Logic

Bit Operations

Flip Flopsz

Corert

[0 0 ) ) O

Special

To turn the toolbox display on or off, select the View/Toolbox menu item.

To access the items in a category, click that category. In the illustration, the Relays category has
been clicked.
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Typing instructions

You can enter instructions by simply placing the cursor at the desired location and typing. PLC
WorkShop presents an auto-completion window.

=
Inscruction -]
{'L}DUJ::EG'J.L']JU.L' Lateh Coil
I }ouT Oucpur Coail
i} oUT Oucpur Unlaccch Coil
REPS Flip Flop Reser Ser
ERSE Flip FL1ip Set Reset
|l TC Timer Clear
|BETE Temp End
#nTEP Extended Pulase Timer
=i TOF Off Delay Timer

-
AT v Tam larr Tawsor
+ | ;I_J

Fresz ESC to hide s window
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Edit Mode and Validate and Enter

When you begin editing a segment, the segment is placed in Edit mode.

Edit mode is indicated by a change in background color. In Online mode, a segment in Edit mode
is in a special buffer outside the actual program, and the original segment remains in place
unchanged. When you have completed the edits, Validate and Enter the changes by selecting
the Logic/Validate and Enter menu item, pressing F8, or clicking the check mark (+*) button on
the toolbar. The system validates the changed segments, and if the segments are valid, enters
them in the actual program. If necessary, PLC WorkShop displays a dialog so you can stop the
PLC. In either online or off line mode, the segments return to the normal display.

WARNING: The validation only examines the edited segment. It is possible for changes in one
segment to affect another, causing unexpected results.
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Ladder Instructions

Contacts: CONTACT NO BIT

Normally Open Contact

A normally open contact passes power (is closed) when the referenced signal status is ON (1).
When the referenced signal status is OFF (0), the contact is open and does not pass power.

0 DE10:DO.0 R30.0

Ladder Representation _I|D'|__| |—_i —

A(
Statement List Equivalent A1 0.0 ¢ DB10 TB RS0.0
ADO0.0 )
O(
C DB10
or 010.0 0D 0.0 ;I'B RS0.0

The following example illustrates a segment with a normally open contact. When contact F8.2 is
energized (its value is 1), it passes power to coil Q4.0.

F&.2 2q .0
— | { )
The following are valid data references for contacts:

Data Area Bit Byte Word Double Word
I (Input) I
Q (Output) Q
F (Flag)
S (Extended Flag) S
T (Timer) T
C (Counter) C
DB (Data Block) D
DX (Extended Data Block) D
P (Peripheral Data)
O (Extended Peripheral Data)
RS (System Data) RS

155




PLC WorkShop for Siemens S5 - Performance Series

RT (Extended System Data) RT
RI (Interface Data) RI

RJ (Extended Interface Data) RJ
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Flip-flops: RS FLIPFLOP BIT

RS Flip-flop

When the S input is on, the output goes on and stays on until the R input goes on. When the R
input goes on, the output goes off and stays off until the S input goes on. The S and R inputs

should never both be on at the same time.
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Contacts: CONTACT NC BIT

Normally Closed Contact

A normally closed contact passes power (is closed) when the referenced signal status is OFF (0).
When the referenced signal status is ON (1), the contact is open and does not pass power.

DE1O:D0O.0O

Ladder Representation _I|Df,a'|D_ _| |_

A(
. : C DB10
Statement List Equivalent AN | 0.0 AND 0.0 ;I'BN RSO0.0
O(
C DB10
or ON | O.OON D 0.0 ;I‘BN RS0.0

The following example illustrates a segment with a normally closed contact. If contact F8.0 is
energized (its value is 1), it is open and does not pass power to coil Q1.0.

F5.0 21.0
— /| L
The following are valid data references for contacts:

Data Area Bit Byte Word Double Word
I (Input) I
Q (Output) Q
F (Flag)
S (Extended Flag) S
T (Timer) T
C (Counter) C
DB (Data Block) D
DX (Extended Data Block) D
P (Peripheral Data)
O (Extended Peripheral Data)
RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI
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RJ (Extended Interface Data) RJ
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Flip-flops: SR FLIPFLOP BIT

SR Flip-flop

When the S input is on, the output goes on and stays on until the R input goes on. When the R
input goes on, the output goes off and stays off until the S input goes on. The S and R inputs
should never both be on at the same time.
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Compare: COMPARE =
Equal To Comparator

The result of an equal-to comparison is true if the first value (A) is equal to the second value (B)
and false otherwise.

—COMPARE TORD
L=E
L: IWil
Ladder Representation
B: FWiz
L FPW2
RLO-Independant Statement List LWl
Equivalent
><F
A(
JC =ML
RLO-Dependant Statement List JU =M
Equivalent ML: L F\WL2
L W1
><F
Me: )

The RLO-dependent use of this instruction is restricted to function blocks.
A comparator takes a binary value specified as value A and compares it to value B according to a

specified operation. If the comparison conditions are met, the RLO is true. Values used in
comparisons must be of the same data length (words, double words, etc.).
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Comparators used in blocks other than function blocks must be implemented as RLO-
Independent instructions (must be connected directly to the power rail).

The following are valid data references for comparators:

Data Area Bit Byte Word Double Word
| (Input) B W ID
Q (Output) QB QW QD
F (Flag) FY FW FD

S (Extended Flag)

T (Timer) T
C (Counter) C
DB (Data Block) DL,DRDW DD
DX (Extended Data Block) DL,DRDW DD

P (Peripheral Data)

O (Extended Peripheral Data)

RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI

RJ (Extended Interface Data) RJ

Constants: KM, KH, KF, KG, KT, KC
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Compare: COMPARE NOT =

Not Equal To Comparator

The result of a not-equal-to comparison is true if the first value (A) is not equal to the second
value (B) and false otherwise.

— COMPARE
L I= B

A % Iwil

WORTD

Ladder Representation

E: Fiwlz

L FW2

RLO- Dependant Statement List Equivalent L 1W1

><F

A
JC

%

Ju

%

RLO- Dependant Statement List Equivalent
ML: L FWL2

L I W1
><F
M2: )
The RLO-dependent use of this instruction is restricted to function blocks.

A comparator takes a binary value specified as value A and compares it to value B according to a
specified operation. If the comparison conditions are met, the RLO is true. Values used in
comparisons must be of the same data length (words, double words, etc.).
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Comparators used in blocks other than function blocks must be implemented as RLO-
Independent instructions (must be connected directly to the power rail).

The following are valid data references for comparators:

Data Area Bit Byte Word Double Word
| (Input) B W ID
Q (Output) QB QW QD
F (Flag) FY FW FD

S (Extended Flag)

T (Timer) T
C (Counter) C
DB (Data Block) DL,DRDW DD
DX (Extended Data Block) DL,DRDW DD

P (Peripheral Data)

O (Extended Peripheral Data)

RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI

RJ (Extended Interface Data) RJ

Constants: KM, KH, KF, KG, KT, KC
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Compare: COMPARE <

Less Than Comparator

The result of a 'Less than' comparison is true if the first value (A) is less than the second
value (B) and false otherwise.

Ladder Representation

L FWL2

RLO-Independant Statement List Equivalent L W1

<F

A(
JC =ML
JuU =M
RLO- Dependant Statement List Equivalent
ML: L FWL2
L W1
<F
MR: )
The RLO-dependent use of this instruction is restricted to function blocks.

A comparator takes a binary value specified as value A and compares it to value B
according to a specified operation. If the comparison conditions are met, the RLO is true.
Values used in comparisons must be of the same data length (words, double words, etc.).

Comparators used in blocks other than function blocks must be implemented as RLO-
Independent instructions (must be connected directly to the power rail).

The following are valid data references for comparators:

Data Area Bit Byte Word Double Word
| (Input) IB W ID
Q (Output) QB QW QD
F (Flag) FY FW FD

S (Extended Flag)
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T (Timer) T
C (Counter) C
DB (Data Block) DL,DRDW DD
DX (Extended Data Block) DL,DRDW DD

P (Peripheral Data)

O (Extended Peripheral Data)

RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI

RJ (Extended Interface Data) RJ

Constants: KM, KH, KF, KG, KT, KC
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Compare: COMPARE >

Greater Than Comparator

The result of a 'greater than' comparison is true if the first value (A) is greater than the second
value (B) and false otherwise.

—COMPARE
A > B

WORD A

Az Imiil

Ladder Representation

B: Firlz

L FWL2

RLO-Independant Statement List Equivalent L 1W1

>F

A(
JC =ML
JuU =M
RLO- Dependant Statement List Equivalent
ML: L FWL2
L W1
>F
M2: )
The RLO-dependent use of this instruction is restricted to function blocks.

A comparator takes a binary value specified as value A and compares it to value B according to a
specified operation. If the comparison conditions are met, the RLO is true. Values used in
comparisons must be of the same data length (words, double words, etc.).
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Comparators used in blocks other than function blocks must be implemented as RLO-
Independent instructions (must be connected directly to the power rail).

The following are valid data references for comparators:

Data Area Bit Byte Word Double Word
| (Input) B W ID
Q (Output) QB QW QD
F (Flag) FY FW FD

S (Extended Flag)

T (Timer) T
C (Counter) C
DB (Data Block) DL,DRDW DD
DX (Extended Data Block) DL,DRDW DD

P (Peripheral Data)

O (Extended Peripheral Data)

RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI

RJ (Extended Interface Data) RJ

Constants: KM, KH, KF, KG, KT, KC
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Compare: COMPARE <=

Less Than or Equal To Comparator

The result of a 'Less than or Equal to' comparison is true if the first value (A) is less than
or equal to the second value (B) and false otherwise.

Ladder Representation

L FW2
RLO-Independant Statement List Equivalent L W1

<=F

A(
JC =ML
JuU =M
RLO- Dependant Statement List Equivalent
ML: L FWL2
L W1
<=F
MR: )
The RLO-dependent use of this instruction is restricted to function blocks.

A comparator takes a binary value specified as value A and compares it to value B
according to a specified operation. If the comparison conditions are met, the RLO is true.
Values used in comparisons must be of the same data length (words, double words, etc.).

Comparators used in blocks other than function blocks must be implemented as RLO-
Independent instructions (must be connected directly to the power rail).

The following are valid data references for comparators:

Data Area Bit Byte Word Double Word
| (Input) IB W ID
Q (Output) QB QW QD
F (Flag) FY FW FD

S (Extended Flag)
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T (Timer) T
C (Counter) C
DB (Data Block) DL,DRDW DD
DX (Extended Data Block) DL,DRDW DD

P (Peripheral Data)

O (Extended Peripheral Data)

RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI

RJ (Extended Interface Data) RJ

Constants: KM, KH, KF, KG, KT, KC
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Compare: COMPARE >=
Greater Than or Equal To Comparator

The result of a 'Greater than or Equal to' comparison is true if the first value (A) is greater than or
equal to the second value (B) and false otherwise.

Ladder Representation

L FW2
RLO-Independant Statement List Equivalent L W1

>=F

A(
JC =ML
JuU =Me
RLO- Dependant Statement List Equivalent
ML: L FwWL2
L I W1
>=F
MR: )
The RLO-dependent use of this instruction is restricted to function blocks.

A comparator takes a binary value specified as value A and compares it to value B according to a
specified operation. If the comparison conditions are met, the RLO is true. Values used in
comparisons must be of the same data length (words, double words, etc.).

Comparators used in blocks other than function blocks must be implemented as RLO-
Independent instructions (must be connected directly to the power rail).

The following are valid data references for comparators:

Data Area Bit Byte Word Double Word
| (Input) IB W ID
Q (Output) QB QW QD
F (Flag) FY FW FD

S (Extended Flag)
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T (Timer) T
C (Counter) C
DB (Data Block) DL,DRDW DD
DX (Extended Data Block) DL,DRDW DD

P (Peripheral Data)

O (Extended Peripheral Data)

RS (System Data) RS

RT (Extended System Data) RT

RI (Interface Data) RI

RJ (Extended Interface Data) RJ

Constants: KM, KH, KF, KG, KT, KC
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Coils: COIL LEVEL BIT

Level Coil

A level coil directly reflects the current RLO. If the result of preceding instruction logic is 1, the
level coil has a value of 1.

Special: TEMP END BIT

Temporary End

The temporary end instruction terminates execution of the block in which it is used in one of the
following ways:

Conditionally If the instruction is implemented as an RLO-dependent instruction, execution is
terminated only if the RLO prior to the temporary end is 1.

Unconditionally If the instruction is implemented an RLO-independent instruction (is attached to
the power rail), execution is terminated unconditionally.

Coils: COIL LATCH BIT
Latch Coil

Like a level coil a latch coil reflects the RLO. However, once a latch coil is set (its value is 1), it
remains set, regardless of the RLO, until it is explicitly reset using an unlatch coil defined for the
same address.

Coils: COIL UNLATCH BIT
Unlatch Coil

Once a latch coil is set (its value is 1), it remains set, regardless of the RLO. The unlatch coil is
programmed as a parallel instruction to conditionally reset the bit so that the latch coil once again
responds to the RLO.

One Shots: ONS RISING BIT

False to True

Sets the current RLO to true only when the state of the preceding RLO changes from false in one
scan to true in the next.

A false-to-true instruction is true at startup or if the specified bit is reset by another instruction.
The A-AN open is used to establish the RLO needed to drive the instruction.

The RLO-dependent use of this instruction is restricted to function blocks.
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One Shots: ONS FALLING BIT

True to False

Sets the current RLO to true only when the state of the preceding RLO changes from true in one
scan to false in the next This instruction is not available as an RLO-Independent instruction
(cannot be connected directly to the power rail).

The RLO-dependent use of this instruction is restricted to function blocks.

Logic: BRLOGIC AND
AND

The AND instruction performs a logical AND for two values and assigns the result. This
instruction is available in function blocks only.

: MOVE

Move instructions load and transfer data from one location to another.

Immediate Input: IMMED IO IN

Immediate Input

Directly updates an input address in the I/O module by bypassing the input process image (PII)
table. This instruction is available in function blocks only.

Logic: BRLOGIC OR
OR

The OR instruction performs a logical OR for two values and assigns the result. This instruction is
available in function blocks only.

Counters: COUNTER SET

Counter Set

The counter-set instruction assigns an initial value to a specified counter.

Logic: BRLOGIC XOR

Exclusive OR

The XOR (exclusive OR) instruction performs a logical XOR for two values and assigns the
result. This instruction is available in function blocks only.

Conversions: ONES COMP

One's Complement

Performs a one's complement on the specified value. This instruction is available in function
blocks only.

NOTE: When viewing the instruction status online, values are displayed within the instruction in
hexadecimal format regardless of the type of conversion carried out by the instruction.
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Counters: COUNTER CLEAR

Counter Clear

The counter-clear instruction stops execution of the specified counter and sets the counter value
to O (zero).

Logic: BRLOGIC AND NOT

AND-NOT

The AND NOT instruction performs a logical AND NOT for two values and assigns the
result. This instruction is available in function blocks only.

The following truth table illustrates the logic of an AND NOT instruction:

Value AValue B|Result R
0 0 1
0 1 1
1 0 1
1 1 0

Logic: BRLOGIC OR NOT
The OR NOT instruction performs a logical OR NOT for two values and assigns the result.
This instruction is available in function blocks only.

The following truth table illustrates the logic of an OR NOT instruction:

Value AValue B|Result R
0 0 1
0 1 0
1 0 0
1 1 0
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Timers: TIMER CLEAR
Timer Clear

The timer-clear instruction stops timer execution and sets the current timer value to its preset
value.

Conversions: FLOAT FIX DOUBLE

Floating Point to Fixed Point

Converts a floating point value to a fixed point value. This instruction is available in function
blocks only.

NOTE: When viewing the instruction status online, values are displayed within the instruction in
hexadecimal format regardless of the type of conversion carried out by the instruction.

Conversions: FIX FLOAT DOUBLE
Fixed-Point to Floating-Point

Converts a fixed point value to a floating point value. This instruction is available in function
blocks only.

NOTE: When viewing the instruction status online, values are displayed within the instruction in
hexadecimal format regardless of the type of conversion carried out by the instruction.

Jump: JUMP TO SUB OPS BIT
Jump

The jump instruction allow you to conditionally transfer program control to a particular block or
subroutine. You can jump to any of the following types of blocks:

OB Organization Block

PB Program Block

SB Sequence Block

FB Function Block

FX Extended Function Block

NOTE: Function blocks allow from 0 (zero) to 40 parameters. The ladder-programming jump
instruction displays up to five parameters. If the function block you want to reference contains
more than five parameters, you must program the segment containing the block jump in
statement list.
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Jump: JUMP TO SUB FB BIT

Jump

The jump instruction allow you to conditionally transfer program control to a particular block or
subroutine. You can jump to any of the following types of blocks:

OB Organization Block

PB Program Block

SB Sequence Block

FB Function Block

FX Extended Function Block

NOTE: Function blocks allow from 0 (zero) to 40 parameters. The ladder-programming jump
instruction displays up to five parameters. If the function block you want to reference contains
more than five parameters, you must program the segment containing the block jump in
statement list.

Timers: TIMER ON DELAY

ON Delay Timer

When the input RLO to an on-delay timer changes from 0 to 1, the timer is initiated.
When the timer ends, the timer output (TQ) coil is set to 1.

The timer runs only while its input logic is true. If the value of the input logic changes to 0 before
the timer runs out, the timer is reset and the timer output (TQ) coil remains 0.

Counters: COUNTER UP

Up Counter

Increments the value in the specified counter by one.
Math: BRMATH PLUS

Addition

The addition operation combines two values, A and B, to produce their sum, R. This instruction is
available in function blocks only.

Bit Operations: BIT OP SHIFT LEFT
Shift Left Instruction

The shift left instruction shifts each bit in a given register a specified number of places to the left.
This instruction is available in function blocks only.
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Conversions: BCD BIN
Binary to Binary Coded Digit

Converts a binary value to a binary coded digit (BCD). This instruction is available in function
blocks only.

NOTE: When viewing the instruction status online, values are displayed within the instruction in
hexadecimal format regardless of the type of conversion carried out by the instruction.

Timers: TIMER OFF DELAY

OFF Delay Timer

When the input RLO to an off-delay timer changes from 1 to 0, the timer is initiated.
When the timer ends, the timer output (TQ) coil is set to 0.

The timer runs only while its input logic is false. If the value of the input logic changes to 1 before
the timer runs out, the timer is reset and the timer output (TQ) coil remains 1.

Counters: COUNTER DOWN

Down Counter

Decrements the value in the specified counter by one.

Math: BRMATH MINUS

Subtraction

The subtraction operation combines two values, A and B, to produce the difference between
them, R. This instruction is available in function blocks only.

Bit Operations: BIT OP SHIFT RIGHT
Bit Shift Right

The shift right unsigned instruction shifts each bit in a given register a specified number of places
to the left.

This instruction is available in function blocks only.

Conversions: BIN BCD

Binary Coded Digit to Binary

Converts a binary-coded-digit (BCD) value to a binary value. This instruction is available in
function blocks only.

NOTE: When viewing the instruction status online, values are displayed within the instruction in
hexadecimal format regardless of the type of conversion carried out by the instruction.
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Math: BRMATH MULT

Multiplication

The multiplication operation combines two values, A and B, to produce their product, R. This
instruction is available in function blocks only.

Bit Operations: BIT OP SHIFT RIGHT SIGNED
Bit Shift Right - Signed

The shift right (signed) instruction shifts each bit in the register a specified number of places to
the right with the exception of the last bit (the sign bit).

This instruction is available in function blocks only.

Timers: TIMER STORED ON DELAY
Stored ON Delay Timer
When the input RLO to a stored on delay timer changes from 0 to 1, the timer is initiated.

The timer continues running regardless of changes in the input logic. When the timer completes,
the timer output (TQ) coil is set to 1.

Once the timer ends, the timer must be explicitly cleared before the timer output (TQ) coil
changes from 1 to 0.

Math: BRMATH DIV
Division

The division operation combines two values, A and B, to produce their quotient, R. This
instruction is available in function blocks only.

Conversions: TWOS COMP

Two's Complement

Performs a two's complement on the specified value. This instruction is available in function
blocks only.

NOTE: When viewing the instruction status online, values are displayed within the instruction in
hexadecimal format regardless of the type of conversion carried out by the instruction.

Timers: TIMER PULSE

Pulse Timer

When the input RLO to a pulse timer changes from 0 to 1, the timer is initiated and the timer
output (TQ) coil is setto 1.

The timer runs only while its input logic is true. When the timer completes or if the input logic
changes to 0, the timer output (TQ) coil is reset to 0.
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Timers: TIMER EXT PULSE

Extended Pulse Timer

When the input RLO to an extended-pulse timer changes from 0 to 1, the timer is initiated and the
timer output (TQ) coil is set to 1.

The timer continues running regardless of changes in the input logic. When the timer completes,
the timer output (TQ) coil is reset to 0.

Bit Operations: BIT OP ROT LEFT DOUBLE
Bit Rotate Left Double

The rotate left instruction moves each bit a specified number of places to the left. Displaced bits
are wrapped around and replace the vacated bits.

This instruction is available in function blocks only.

Bit Operations: BIT OP ROT RIGHT DOUBLE
Bit Rotate Right Double

The rotate right instruction moves each bit a specified number of places to the right. Displaced
bits are wrapped around and replace the vacated bits.

This instruction is available in function blocks only.
Statement List Instructions

AND: A

AND

Al Scan Input for 1

A Q Scan Output for 1

A F Scan Flag for 1

A S Scan Extended Flag for 1

A D Scan Data Bit for 1

AT Scan Timer for 1

A C Scan Counter contents for 1

180




PLC Instructions

AND: AN

AND NOT

AN | Scan Input for 0

AN Q Scan Output for 0

AN F Scan Flag for 0

AN S Scan Extended Flag for 0
AN D Scan Data Bit for 0

AN T Scan Timer for O

AN C Scan Counter contents for 0

OR: O

Ol Scan Input for 1

O Q Scan Output for 1

O F Scan Flag for 1

O S Scan Extended Flag for 1
O D Scan Data Bit for 1

O T Scan Timer for 1

O C Scan Counter contents for 1
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OR: ON

OR NOT

ON | Scan Input for 0

ON Q Scan Output for 0

ON F Scan Flag for 0

ON S Scan Extended Flag for O
ON D Scan Data Bit for 0

ON T Scan Timer for 0

ON C Scan Counter contents for 0

AND: A (

AND left parenthesis. Logical AND combining several expressions enclosed in parenthesis.
OR: O(

OR left parenthesis. Logical OR combining several expressions enclosed in parenthesis.
Close Paren:)

Close a grouping of expressions opened by an A( or O( instruction.

Set: S

S| Set Input

S Q Set Output

S F Set Flag

S Set Extended Flag

S D Set Data Bit
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Reset: R

R 1 Reset Input

R Q Reset Output

R F Reset Flag

R S Reset Extended Flag

R D Reset Data Bit

Equals: =

Equals

=1 Assign Input

= Q Assign Output

= F Assign Flag

= S Assign Extended Flag

= D Assign Data Bit
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Load: L

The Load instruction loads a value into Accumulator 1.
L IB Load Input Byte

L IW Load Input Word

L ID Load Input Double Word

L QB Load Output Byte

L QW Load Output Word

L QD Load Output Double Word

L FY Load Flag Byte

L FW Load Flag Word

L FD Load Flag Double Word

L SY Load Extended Flag Byte

L SW Load Extended Flag Word

L SD Load Extended Flag Double Word
L DL Load Left Byte of Data Word

L DR Load Right Byte of Data Word

L DW Load Data Word

L DD Load Data Double Word

LT Load Time

LC Load Count

L PY Load Peripheral Byte

L OY Load Extended Peripheral Byte

L PW Load Peripheral Word

L OW Load Extended Peripheral Word
LR Load System Word

L DH Load Double Word in Hexadecimal Code
L KB Load 1-Byte Constant

L KS Load 2 ASCII Character Constant
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L KM Load Binary Constant

L KH Load Hexadecimal Constant
L KF Load Fixed-Point Constant

L KG Load Floating-Point Constant
L KY Load 2-Byte Constant

L KT Load Time Constant

L KC Load Count Constant

LD T Load Time (BCD)

LD C Load Count (BCD)

Load: LC

Load times or counts (in BCD) into Accumulator 1.
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Transfer: T

Transfer data from Accumulator 1 to the specified location.
T IB Transfer to Input Byte

T IW Transfer to Input Word

T ID Transfer to Input Double Word

T QB Transfer to Output Byte

T QW Transfer to Output Word

T QD Transfer to Output Double Word

T FY Transfer to Flag Byte

T FW Transfer to Flag Word

T FD Transfer to Flag Double Word

T SY Transfer to Extended Flag Byte

T SW Transfer to Extended Flag Word

T SD Transfer to Extended Flag Double Word
T DR Transfer to Right Byte of Data Word
T DL Transfer to Left Byte of Data Word

T DW Transfer to Data Word

T DD Transfer to Data Double Word

T PY Transfer to Peripheral Byte

T OY Transfer to Extended Peripheral Byte
T PW Transfer to Peripheral Word

T OW Transfer to Extended Peripheral Word
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Timers:SPT

Start Timer as Pulse

Timers: SET

Start Timer as Extended Pulse
Timers: SDT

Start Timer as ON Delay
Timers: SST

Start Timer as Latched ON Delay
Timers: SF T

Start Timer as OFF Delay
Counters: CU

CU CCount Up

Counters: CD

CD C Count Down

Arithmetic: + F

Addition of Fixed-Point Numbers

Arithmetic: - F

Subtraction of Fixed-Point Numbers

Arithmetic: x F

Multiplication of Fixed-Point Numbers
Arithmetic: : F

Division of Fixed-Point Numbers

Arithmetic: + G

Addition of Floating-Point Numbers
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Arithmetic: - G

Subtraction of Floating-Point Numbers

Arithmetic: x G

Multiplication of Floating-Point Numbers

Arithmetic: : G

Division of Floating-Point Numbers

Compare: ! =F

Compare two Fixed-Point Numbers for Equality

Compare: ><F

Compare two Fixed-Point Numbers for Inequality
Compare: > F

Compare two Fixed-Point Numbers for Greater Than
Compare: >=F

Compare two Fixed-Point Numbers for Greater Than or Equal to
Compare: <F

Compare two Fixed-Point Numbers for Less Than
Compare: <= F

Compare two Fixed-Point Numbers for Less Than or Equal to
Compare: !'=G

Compare two Floating-Point Numbers for Equality
Compare: >< G

Compare two Floating-Point Numbers for Inequality
Compare: > G

Compare two Floating-Point Numbers for Greater Than
Compare: >=G

Compare two Floating-Point Numbers for Greater Than or Equal to
Compare: <G

Compare two Floating-Point Numbers for Less Than
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Compare: <= G

Compare two Floating-Point Numbers for Less Than or Equal to
Compare: ! =D

Compare two Fixed-Point Double Words for Equality
Compare: ><D

Compare two Fixed-Point Double Words for Inequality
Compare: >D

Compare two Fixed-Point Double Words for Greater Than
Compare: >=D

Compare two Fixed-Point Double Words for Greater Than or Equal to
Compare: <D

Compare two Fixed-Point Double Words for Less Than
Compare: <=D

Compare two Fixed-Point Double Words for Less Than or Equal to
Jump: JU

Unconditional Jump

Jump: JU FB

Jump Unconditionally to a Function Block

Jump: DOU FX

Jump Unconditionally to an Extended Function Block

Jump: JC

Conditional Jump

Jump: JC FB

Jump Conditionally to a Function Block

Jump: DOC FX

Jump Conditionally to an Extended Function Block

Block: C DB

Call a Data Block
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Block: CX DX

Call an Extended Data Block
Block: G DB

Generate Data Blocks

Block: GX DX

Generate Extended Data Blocks
Block: BE

Block End

Block: BEC

Block End Conditional

Block: BEU

Block End Unconditional

Block: NOP 0

No Operation (All Bits Reset)
Block: NOP 1

No Operation (All Bits Set)
Block: STP

Stop

Block: BLD

Display Construction

Binary: A = Formal Operand
Scan Formal Operand for 1
Binary: AN = Formal Operand
Scan Formal Operand for O
Binary: O = Formal Operand
Scan Formal Operand for 1
Binary: ON = Formal Operand

Scan Formal Operand for 0
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Digital: AW

Digital AND of Word in ACCU 1 and ACCU 2
Digital: OW

Digital OR of Word in ACCU 1 and ACCU 2
Digital: XOW

Digital XOR of Word in ACCU 1 and ACCU 2
Bit Test : TB

TBT TestBitfor1ina Timer Word

TB C Test Bit for 1 in a Counter Word

TB D TestBitfor 1in a Data Word

TB RS Test Bit for 1 in System Data Area

Bit Test : TBN

TBN T Test Bit for 0 in a Timer Word
TBN C Test Bit for 0 in a Counter Word
TBN D Test Bit for 0 in a Data Word

TBN RS Test Bit for 0 in System Data Area

Setting operations: S = Formal Operand

Binary setting of a formal operand

Setting operations: RB = Formal Operand
Binary resetting of a formal operand

Setting operations: RD = Formal Operand
Digital resetting of a formal operand for timers and counters
Setting operations: = = Formal Operand

Assignment of the RLO to a formal parameter
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Set: SU

SU T Set Bit value in Timer Unconditionally
SU C Set Bit in Counter Unconditionally
SU D Set Bit in Data Word Unconditionally

SU S Set Bit in Extended Flag Area Unconditionally

Reset: RU

RU T Reset Bit value in Timer Unconditionally
RU C Reset Bit in Counter Unconditionally
RU D Reset Bit in Data Word Unconditionally

RU S Reset Extended Flag Bit Unconditionally

Timer and Counter Operations: SP = Formal Operand
Start Pulse Timer Specified as Formal Operand

Timer and Counter Operations: SD = Formal Operand
Start ON Delay Timer Specified as Formal Operand

Timer and Counter Operations: SEC = Formal Operand

Start Extended Pulse Timer Specified as Formal Operand or Set Counter specified as Formal

Operand

Timer and Counter Operations: SSU = Formal Operand

Start Latched ON Delay Timer Specified as Formal Operand or Set Counter specified as Formal

Operand

Timer and Counter Operations: SFD = Formal Operand

Start OFF Delay Timer Specified as Formal Operand or Decrement Counter specified as Formal

Operand
Timer and Counter Operations: FR = Formal Operand

Enable Formal Operand for Cold Restart
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Timer and Counter Operations: FR
Enable Timer or Counter for Cold Restart

The operation is executed only at the leading edge of the RLO (a 0 (zero) to 1 transition). The
timer or counter restarts only if the RLO is 1 at the time of the start operation.

Load: L = Formal Operand

Load Formal Operand into ACCU 1

Load: LD = Formal Operand

Load Formal Operand in BCD into ACCU 1
Load: LW = Formal Operand

Load Formal Operand in Binary into ACCU 1
Load: LWD = Formal Operand

Load Floating-Point Formal Operand into ACCU 1
Transfer: T = Formal Operand

Transfer contents of ACCU 1 to Formal Operand
Conversion: CFW

One's Complement of ACCU 1 bits 0-15
Conversion: CSW

Two's Complement of ACCU 1 bits 0-15
Conversion: CSD

Two's Complement of ACCU 1 bits 0-31
Conversion: DEF

Converts a 16 bit fixed-point from BCD to binary
Conversion: DUF

Converts a 16 bit fixed-point from binary to BCD
Conversion: DED

Converts a 32 bit fixed-point from BCD to binary
Conversion: DUD

Converts a 32 bhit fixed-point from binary to BCD
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Conversion: FDG

Converts a 32 bit fixed-point into a floating-point

Conversion: GFD

Converts a floating-point into a 32 bit fixed-point

Shift: SLW n

Shift ACCU 1 (low word) to left n places

Shift: SRW n

Shift ACCU 1 (low word) to right n places

Shift: SLD n

Shift ACCU 1 (double word) to left n places

Shift: SSW n

Shift ACCU 1 (low word and sign) to right n places
Shift: SSD n

Shift ACCU 1 (double word and sign) to right n places

Rotate: RLD n

Rotate ACCU 1 (32 bits) to the left

Rotate: RRD n

Rotate ACCU 1 (32 bits) to the right

Jump: JU = Statement Label
Unconditional Jump

Jump: JC = Statement Label

Conditional Jump (if RLO=1)

Jump: JZ = Statement Label

Conditional Jump (if CC1=0 and CC0=0)

Jump: JN = Statement Label

Conditional Jump (if CC1UCCO, or if CC1=1 and C0=1)

Jump: JP = Statement Label

Conditional Jump (if CC1=1 and CC0=0)
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Jump: JM = Statement Label

Conditional Jump (if CC1=0 and CC0=1)

Jump: JO = Statement Label

Conditional Jump (if OV bit set)

Jump: JOS = Statement Label

Conditional Jump (if OS bit set)

Other operations (supplementary operations): I1A

Disable interrupt:
After processing IA, the process interrupts are no longer serviced.

Other operations (supplementary operations): RA

Enable interrupt:
Cancels the effect of Al.

Other operations (supplementary operations): IAE

Disable addressing error:
Bit 4 in interrupt bit reset word (UALW) is reset.

Other operations (supplementary operations): RAE

Enable addressing error:
Bit 4 is set again.

Other operations (supplementary operations): BAS

Disable command output:
After BAS has been executed, the PIO is no longer affected.

Other operations (supplementary operations): BAF

Enable command output:
Cancels the effect of BAS.

Other: D
Decrement ACCU1
Other: |
Increment ACCU1

Other operations (supplementary operations): ENT

Enter data in the arithmetic memory.
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Other: SED n

Set semaphore with n (multi-processor mode)
Other: SEE n

Enable semaphore with n (multi-processor mode)
Other: DO = Formal Operand

Process Formal Operand

DO: DO

DO DW Process Data Word

DO FW Process Flag Word

DO RS Execute an operation whose code is stored in the system data

Load: LIR

Load the contents of a memory word addressed by ACCU 1 into specified register

Transfer: TIR

Transfer contents of the specified register into memory word addressed by ACCU 1

Load: LDI

Load contents of registers N, addressed by ACCU 1, and N+1 into specified register
Transfer: TDI

Transfer contents of specified register into N, addressed by ACCU 1, and N+1

Transfer: TNW

Block Transfer O to 255 Words

System Operations: TXB

Block transfer from 8-bit memory to 16-bit memory. The address n byte is transferred to the HIGH
byte, the address n+1 byte is transferred to the LOW byte of the destination data (SIMATIC data
filing method).

System Operations: TXW

Block transfer from 16-bit memory to 8-bit memory. The HIGH byte of the source data (word) is

transferred to the address n byte, the LOW byte of the source data is transferred to the address
n+1 byte (SIMATIC data filing method).
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Load: MBR

Load a 20-bit constant into the BR-register

Load: ABR

Add specified offset to contents of the BR-register

Load: LRW

Add specified offset to contents of the BR-register and load into register addressed by ACCU 1
Load: LRD

Add specified offset to contents of the BR-register and load into N register, addressed by ACCU
1, and N+1

Transfer: TRW

Add specified offset to contents of the BR-register and transfer contents of ACCU 1 into the
specified address

Transfer: TRD

Add specified offset to contents of the BR-register and transfer contents of ACCU 1 into the
specified address (N) and N+1

Transfer: MAS

Transfer contents of ACCU 1 into the step address counter (SAC)

ransfer: MAB

Transfer contents of ACCU 1 into the base address register (BR)

Transfer: MSA

Transfer contents of the step address counter (SAC) into ACCU 1

Transfer: MSB

Transfer contents of step address counter (SAC) into the base address register (BR)

Transfer: MBA

Transfer contents of base address register (BR) into ACCU 1

Transfer: MBS

Transfer contents of base address register (BR) into the step address counter (SAC)
Jump: JUR

-32768 to 32767 Relative Jump
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Arithmetic: ADD

BN Add Byte Constant to ACCU 1

ADD KF Add Fixed-Point Constant to ACCU 1

ADD DF Add Hexadecimal Double Word Constant to ACCU 1

+D Add the Double Word Fixed-Points in ACCUy1 and ACCUy2

-D Subtract the Double Word Fixed-Points in ACCUy1 and ACCUYy2

Arithmetic: + D

Add the Double Word Fixed-Points in ACCU 1 and ACCU 2
Arithmetic: - D

Subtract the Double Word Fixed-Points in ACCU 1 and ACCU 2
Other: DI

Execute an operation whose code is stored in a formal operand. The number of the formal
operand must be stored in ACCUL.

Other: TAK

Swap the Contents of ACCU 1 and ACCU 2
Other: STS

Stop

System Operations: STW
Stop for interrupt processing.
System Operations: UBE
Interrupt block end

System Operations: SIM
Set interrupt mask

System Operations: LIM
Read interrupt mask
Transfer: TNB

Block Transfer 0 to 255 Bytes
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Other operations (supplementary operations): 1Al

Disable user interrupts:
After processing IAl, the user interrupts are no longer serviced.

Other operations (supplementary operations): RAI

Enable user interrupts:
Cancels the effect of IAE.

Special: ASM

Assembly language program.

Call an assembly language program.
Assembly language programming is outside the scope of PLC WorkShop.
Operands: KB

Constant Byte

Value range: 0-255: KC

Constant Count

Value range: 0-999

- KF

Constant fixed-point number

Value range: -32768 - +32767: KG
Constant floating point number

Value range +0.1701412 X 1039 to +0.1469368 X 10-38: KH
Constant hexadecimal value

Value range 0-FFFF: KM

Constant 2-byte bit pattern

Arbitrary bit pattern: KS

Constant ASCII characters

Two characters: KT

Constant Time

Value range: 0.0 - 999.3: KY

Constant 2 bytes
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Load: LY
LY Gx n

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in byte-
organized global-memory. It then loads the data in the address into accul.

GB Loads a byte into the lower half of the low word in accul.
GW Loads a word into the low word in accul.

GD Loads a double word into accul.

LY Cx n

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in a
byte-organized page. It then loads the data in the address into accul. The page number (0-255)
must first be indicated by the ACR instruction.

CB Loads a byte into the lower half of the low word in accul.
Ccw Loads a word into the low word in accul.
CD Loads a double word into accul.

Load: LW
LW Gx n

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in word-
organized global-memory. It then loads the data in the address into accul.

GW Loads a word into the low word in accul.
GD Loads a double word into accul.
LWCxn

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in a
word-organized page. It then loads the data in the address into accul. The page number (0-255)
must first be indicated by the ACR instruction.

CWwW Loads a word into the low word in accul.
CD Loads a double word into accul.
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Transfer: TY
TY Gx n

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in byte-
organized global-memory. It then transfers the data in accul into the address.

GB Loads a byte into the lower half of the low word in accul.
GW Loads a word into the low word in accul.

GD Loads a double word into accul.

TY Cxn

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in a
byte-organized page. It then transfers the data in accul to the address. The page number (0O-
255) must first be indicated by the ACR instruction.

CB Loads a byte into the lower half of the low word in accul.
Ccw Loads a word into the low word in accul.
CD Loads a double word into accul.

Transfer: TW
TW Gx n

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in word-
organized global-memory. It then transfers the data in accul into the address.

GW Loads a word into the low word in accul.
GD Loads a double word into accul.
WCxn

Adds the specified offset (n=-32768 to +32767) to the BR register to produce an address in a
word-organized page. It then transfers the data in accul to the address. The page number (0-
255) must first be indicated by the ACR instruction.

Ccw Loads a word into the low word in accul.
CD Loads a double word into accul.
Load: ACR

Calls the page whose number is indicated in the low word of ACCUL1 (0-255)
System Operations: TSC

Add the specified constant to the contents of the BR register and test/set the Busy location
addressed on the page opened.

This operation is allowed only in function blocks.
System Operations: TSG

Add the specified constant to the contents of the BR register and test/set the Busy location
addressed.

This operation is allowed only in function blocks.
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Special: FB DECL
Function Block Declaration

In addition to the header information included in other blocks, a function block header contains
the following elements:

Block Name

In addition to a block number, each function block is given a name. The function block name can
be from 1 to 8 alphanumeric characters long and helps identify the purpose of the block.

Parameter Declarations

Parameter declarations are a list of variables or formal operands to be used in the block. Instead
of referring to a specific value in the program, the value is passed into the function block through
a parameter. Within the function block, this value is referenced by its parameter name.

Each parameter in the list is declared or defined using the DECL instruction. It is assigned a
parameter type, and, if applicable, a corresponding data type or data format:

DECL: Name Paraneter-type
or DECL: Name Paraneter-type, Data-type
or DECL: Name Par aneter-type, Dat a- f or mat

Parameter Names

The parameter name can be from 1 to 4 characters long and must begin with an alphabetic
character.

Parameter Type
Each parameter is assigned one of the following parameter types:

e |=Input

e Q = Output
e D =Data

e B =Block

e T=Timer

e C =Counter

The parameter name and type are separated from each other by a space.

Data Type

If you assign the Input (I) or Output (Q) parameter types, you must also specify which one of the
following types of data can be passed to the function:

Bl = Bit

BY = Byte

W =Word

D = Double Word

The data type is separated from the parameter type by a space or a comma. If you use a space,
a comma is added when the segment is entered.
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Data Format
If you assign the Data (D) parameter type, you must also specify which one of the following data
formats are recognized by the function block:

KM = Binary
KH = Hexadecimal
KY = 2 Bytes

KS = ASCII Text

KF = Fixed Point
KG = Floating Point
KT = Timer Value
KC = Counter Value

The data format is separated from the data type by a space or a comma. If you use a space, a
comma is added when the segment is entered.

The parameter list can contain from 0 to 40 entries. If no entries are made in the parameter list,
the function block behaves as a program block except that it has the ability to use the
supplementary set of instructions available in function blocks.

Function blocks can be programmed and displayed in ladder or statement list. However, because
ladder instructions do not support formal operands, you must program any segments in which you
want to use parameters and formal operands in statement list. The total number of function
blocks available depends on the PLC being used.
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